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Introduction to Cyber Security and Threats
Cyber Security

Cybersecurity is the practice of protecting computer systems, networks, and sensitive information from
unauthorized access, use, disclosure, disruption, modification, or destruction. This includes protection
against malware, viruses, Trojan horses, spyware, adware, ransomware, and other types of cyber threats.

What Cybersecurity Does

Protects systems and networks:

It secures the infrastructure that enables digital operations from external threats.

Safeguards data:

It ensures the confidentiality, integrity, and availability of digital information, whether it's in storage or
being transmitted.

Defends against various attacks:

Cybersecurity professionals work to prevent and respond to threats like ransomware, malware, phishing,
data breaches, and other malicious activities.

Why Cybersecurity Is Important

Personal protection:

It helps individuals keep their data private and have a safe online experience by protecting their devices
and online accounts.

Organizational resilience:

Businesses rely on digital technology to function, and strong cybersecurity helps prevent financial losses,
service disruptions, regulatory fines, and reputational damage that can result from cyber attacks.
National infrastructure:

Cybersecurity is vital for the smooth operation of critical national infrastructure, such as power grids,
hospitals, and government services, in our connected society.

Key Aspects of Cybersecurity

Technology:

This includes security tools like firewalls, malware protection, and antivirus software to detect and
prevent threats.

Processes:

These are the structured methods used to manage and secure digital assets, such as disaster recovery
plans and operational protocols.

People:

Individuals play a crucial role by following security best practices, such as using strong passwords and
being vigilant about suspicious emails, to prevent human error from creating vulnerabilities.

Basics of Cyber security

Some of the basic principles of cyber security include:

1. Confidentiality: Ensuring that sensitive information is only accessible to authorized individuals.
2. Integrity: Ensuring that data is not modified or deleted without authorization.

3. Availability: Ensuring that systems and data are available when needed.

4. Authenticity: Verifying the identity of users and systems.

5. Monitoring and Response: Detecting and responding to cyber threats in a timely manner.

Basic Cyber security Principles

Some basic cybersecurity principles include:

1. Password Security: Using strong passwords and changing them regularly.

2. Firewall and Antivirus: Using firewalls and antivirus software to protect systems.

3. Regular Updates: Keeping software and operating systems up-to-date with the latest security patches.
4. Backup: Regularly backing up important data.
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5. User Education: Educating users about cybersecurity best practices and promoting safe online behavior.

Relevance of Cyber security in Everyday Life

In today's digital age, cyber security is crucial in everyday life. Here are some reasons why:

1. Personal Data Protection: Cyber security helps protect personal data, such as financial information,
addresses, and medical records, from unauthorized access.

2. Online Transactions: Cyber security ensures secure online transactions, such as online banking, e-
commerce, and digital payments.

3. Smart Devices: With the increasing use of smart devices, cyber security helps protect these devices from
hacking and data breaches.

4. Social Media: Cyber security helps protect social media accounts from hacking and identity theft.

5. Remote Work: With the rise of remote work, cyber security ensures that remote access to company
networks and data is secure.

6. Identity Theft Prevention: Cyber security helps prevent identity theft by protecting personal data and
preventing unauthorized access.

7. Business Protection: Cyber security helps protect businesses from cyber threats, such as data breaches,
ransom ware, and intellectual property theft.

Consequences of Poor Cybersecurity

Poor cyber security can lead to:

1. Financial Loss: Cyber attacks can result in significant financial losses.

2. Reputation Damage: Cyber attacks can damage an individual's or organization's reputation.
3. Data Loss: Cyber attacks can result in data loss, which can be irreparable.

4. Identity Theft: Cyber attacks can lead to identity theft, which can have serious consequences.
Best Practices

To ensure cyber security in everyday life:

1. Use Strong Passwords: Use unique and complex passwords for all accounts.

2. Keep Software Up-to-Date: Regularly update software and operating systems.

3. Use Antivirus Software: Install and regularly update antivirus software.

4. Be Cautious Online: Be cautious when clicking on links or downloading attachments.

5. Use Two-Factor Authentication: Use two-factor authentication whenever possible.

Cyber-attack (Threats)

A cyber-attack is a malicious attempt to steal, alter, disrupt, or destroy data or computer systems by
gaining unauthorized access to them. Cyber threats are the potential harmful activities and actors behind
these attacks, such as malware, phishing, ransom ware, and social engineering, which can cause significant
financial and operational damage to individuals and organizations alike.

What is a Cyber-attack?

It is a deliberate action targeting computer systems, networks, or digital devices.

The goal is to compromise information resources, leading to data theft, alteration, destruction, or
disruption of services.

Attackers, known as threat actors, use various tactics to gain unauthorized access and achieve their
objectives.

What are Cyber Threats?

These are the harmful activities or tools used to execute cyber-attacks, such as malicious code, phishing
emails, or social engineering tactics.

They also refer to the individuals or groups (threat actors) with the intent and capability to launch these
attacks.

Examples include malware (like viruses and ransomware), phishing scams, denial-of-service (DDoS) attacks,
and attacks stemming from insider threats.

Goals of Cyber-attacks:

Financial Gain:
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Stealing financial information, demanding ransom payments (ransomware), or using compromised data
for fraud.

Information Theft:

Stealing intellectual property, customer data, or personal identifiable information (Pll).

Disruption of Operations:

Shutting down critical infrastructure, damaging systems, or halting business operations.
Political/lIdeological Motives:

Acts of cyber warfare or terrorism to cause widespread disruption or damage.

Who is behind cyber-attacks?

Criminal organizations: These groups are motivated by financial gain through ransomware, data theft, and
extortion.

Nation-state actors: Governments or their proxies conduct attacks for political reasons, such as espionage
or cyber warfare.

Hacktivists: These attackers are motivated by ideological or political causes and seek to disrupt services or
damage an organization's reputation.

Malicious insiders: Disgruntled employees, contractors, or partners with authorized access can
intentionally misuse their privileges to steal data or cause harm

Common Types of Cyber Threats:

Malware:

Malicious software, including viruses, worms, and ransomware, designed to infiltrate and damage
systems or steal data.

Phishing:

Sending fraudulent communications (often email) that appear to be from a trusted source to steal
sensitive information.

Social Engineering:

Manipulating people into revealing confidential information or performing actions that compromise
security.

Denial-of-Service (DDoS) Attacks:

Overwhelming a network or system with traffic to make it unavailable to legitimate users.

Insider Threats:

Threats originating from within an organization by employees or other trusted individuals who have
legitimate access to systems.

Malware:
Malware (Malicious Software) refers to any software designed to harm or exploit a computer system,
network, or mobile device. Malware can:
1. Steal sensitive information (e.g., passwords, credit card numbers)
2. Disrupt system operations
3. Hijack system resources
4. Spread to other devices
Types of malware:
1. Viruses: Replicate and spread to other files/programs
2. Worms: Self-replicating malware that spreads without user interaction
3. Trojans: Disguise themselves as legitimate software
4. Ransomware: Encrypts files, demanding payment for decryption
5. Spyware: Monitors user activity, stealing sensitive info
6. Adware: Displays unwanted ads, potentially collecting user data
7. Rootkits: Hide malware or themselves from system detection
Protection tips:
1. Keep software/OS updated
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2. Use antivirus software
3. Avoid suspicious downloads/links
4. Use strong passwords
5. Regularly back up data
Phishing:
Phishing is a type of cyber attack where attackers try to trick you into revealing sensitive information
like passwords, credit card numbers, or personal data.
Phishing attacks often come via:
1. Emails: Fake emails that appear legitimate
2. Messages: Text messages or social media messages
3. Phone calls: Scammers posing as legitimate entities
To avoid phishing:
1. Be cautious with links and attachments: Don't click on suspicious links or open attachments from
unknown sources.
2. Verify sender information: Check if the email or message is from a legitimate source.
3. Check website URLs: Ensure the website address is correct and secure (HTTPS).
4. Use strong passwords: Use unique and complex passwords.
5. Enable two-factor authentication: Add an extra layer of security.
If you're a victim of phishing:
1. Change passwords: Immediately update your passwords.
2. Notify the relevant institution: Inform your bank, social media platform, or other affected
institutions.

Ransomware

Ransomware is a type of malware that encrypts your data and demands payment in exchange for the
decryption key.

Symptoms of a ransomware attack:

1. Data encryption: Your files and data are encrypted, making them inaccessible.

2. Ransom demand: The attacker demands payment in exchange for the decryption key.

3. Threats: Attackers often threaten to delete or leak your data if the ransom isn't paid.

Protection tips:

1. Regular backups: Back up your data regularly to restore it in case of an attack.

2. Keep software updated: Update your operating system and software to patch vulnerabilities.

3. Use antivirus software: Install and regularly update antivirus software.

4. Avoid suspicious links and attachments: Be cautious when clicking on links or opening attachments.
If you're a victim:

1. Don't pay the ransom: Avoid paying the ransom; instead, restore your data from backups.

2. Isolate the system: Disconnect the infected system from the internet.

3. Seek professional help: Contact your IT department or a cybersecurity expert.

Hacking

Hacking refers to unauthorized access or manipulation of computer systems, networks, or data.
Hackers may:

1. Steal sensitive information: Personal data, financial info, or confidential business data.

2. Disrupt systems: Crash systems, causing downtime and losses.

3. Malicious activities: Spread malware, conduct phishing, or ransomware attacks.

Types of hackers:

1. Black hat hackers: Malicious hackers seeking personal gain or causing harm.

2. White hat hackers: Ethical hackers helping organizations improve security.

3. Gray hat hackers: Hackers who may exploit vulnerabilities but don't necessarily cause harm.
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Protection tips:

1. Strong passwords: Use unique, complex passwords.

2. Keep software updated: Patch vulnerabilities.

3. Use antivirus software: Detect and remove malware.

4. Be cautious online: Avoid suspicious links and downloads.

Cybercrime:

1. Criminal activities: Cybercrime refers to illegal activities conducted through computers, networks, or the
internet.

2. Examples: Identity theft, online fraud, phishing, cyber stalking, and distribution of illegal content.

3. Motivations: Financial gain, personal revenge, or causing harm.

Cyberattack:

1. Deliberate disruption: A cyber attack is a deliberate attempt to disrupt, disable, or exploit a computer
system or network.

2. Examples: Malware, ransom ware, SQL injection.

3. Motivations: Various, including financial gain, espionage, sabotage, or hacktivism.

Key differences:

1. Legality: Cybercrime is always illegal, while cyber attacks can be illegal or legitimate (e.g., penetration
testing).

2. Scope: Cybercrime encompasses a broader range of activities, while cyber attacks focus on disrupting or
exploiting systems.

Data Breach:

A data breach is an incident where sensitive, protected, or confidential data is accessed, stolen, or exposed
without authorization. This can include personal identifiable information (Pll), financial data, intellectual
property, or other sensitive information.

Causes of Data Breaches:

1. Hacking: Cyber attackers exploit vulnerabilities to gain unauthorized access.

2. Insider Threats: Employees or authorized personnel intentionally or unintentionally compromise data.
3. Phishing: Social engineering tactics trick individuals into revealing sensitive information.

4. Physical Theft: Laptops, devices, or storage media containing sensitive data are stolen.

5. Human Error: Accidental exposure or improper handling of data.

Consequences of Data Breaches:

1. Financial Loss: Stolen data can be used for fraud, identity theft, or sold on the dark web.
2. Reputation Damage: Organizations face loss of trust and credibility.

3. Regulatory Penalties: Non-compliance with data protection laws can result in fines.

4. ldentity Theft: Individuals may face financial and personal harm.

Prevention and Mitigation:

1. Implement robust security measures: Encryption, firewalls, and access controls.

2. Conduct regular audits and risk assessments: Identify vulnerabilities and address them.
3. Train employees: Educate on data handling best practices and security protocols.

4. Have an incident response plan: Quickly respond to and contain breaches.

Real-life examples of data breaches:

Major Breaches:
- Yahoo: 3 billion user accounts compromised in 2013, including names, email addresses, phone
numbers, birth dates, passwords, and security questions.
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- Marriott International: 500 million guest records stolen in 2018, including names, home addresses,
email addresses, phone numbers, passport numbers, and dates of birth.

- First American Financial Corp: 885 million user records exposed in 2019, including bank account
numbers, bank statements, Social Security numbers, tax records, and transaction receipts.

- National Public Data: 2.9 billion records exposed in 2024, including names, email addresses, phone
numbers, Social Security numbers, and mailing addresses.
- Recent Breaches:

- Kido International: 8,000 children's records stolen in 2025, including names, photos, home addresses,
and family contact information.

- Stellantis: basic contact information of North American customers exposed in 2025 due to a third-party
provider breach.

- Dell: 49 million customer records exposed in 2024, including names, addresses, and order information.
- Notable Breaches:

- Equifax: 147.9 million consumer records compromised in 2017, including Social Security numbers, birth
dates, and addresses.

- Capital One: 100 million customer accounts and credit card applications breached in 2019, including
names, physical addresses, credit scores, and other sensitive information.

- LinkedIn: 700 million user records exposed in 2021, including full names, phone numbers, email
addresses, and usernames

Major Data Breaches in India

- ICMR COVID-19 Data Breach (2023): A massive cybersecurity incident impacted the Indian Council of
Medical Research, resulting in the theft of sensitive data belonging to approximately 815 million Indian
citizens, including names, Aadhaar numbers, passport information, and COVID-19 test results.

- Aadhaar Data Breach (2018): A significant breach compromised the personal data of millions of
citizens, highlighting weaknesses in data protection measures.

- NACH Data Breach (2025): A "configuration gap" at fintech firm Nupay exposed hundreds of thousands
of NACH documents, containing sensitive information such as names, bank account numbers, and
transaction amounts.

- Recent Breaches:

- Hathway Data Breach (2024): A leading Indian Internet Service Provider experienced a major security
breach, compromising the personal information of over 41.5 million customers.

- BSNL Data Breach (2024): A telecommunications provider suffered a data breach, exposing sensitive
data of millions of users, including IMSI numbers and SIM card details.

- boAt Data Breach (2024): A prominent Indian consumer electronics brand experienced a cybersecurity
incident, leading to the exposure of sensitive personal data for over 7.5 million customers.

- Other notable incidents:

- AlIMS Ransomware Attack: A cyberattack on the All India Institute of Medical Sciences compromised
40 million patient records, highlighting weaknesses in healthcare cybersecurity.

- WazirX Data Breach: A cryptocurrency exchange faced a significant data breach, resulting in the theft of
over $230 million

These incidents emphasize the need for robust cybersecurity measures and strict data protection
regulations in India. The Digital Personal Data Protection Act of 2023 aims to combat data breaches with
strict laws and penalties, including fines of up to X250 crores for non-compliance.

Importance of Awareness and Alertness in Cyber Security

1. Prevention: Awareness helps prevent cyber attacks by identifying potential threats.

2. Early Detection: Alertness enables early detection of security incidents, minimizing damage.

3. Proactive Measures: Awareness and alertness prompt proactive measures to protect against emerging
threats.
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4. Reduced Risk: Informed individuals and organizations can reduce the risk of cyber attacks.
5. Improved Incident Response: Awareness and alertness facilitate swift and effective incident response.
Key Aspects

1. Stay Informed: Stay up-to-date with the latest cyber threats and trends.

2. Be Vigilant: Be cautious when interacting with emails, links, and attachments.

3. Use Strong Passwords: Use unique and complex passwords.

4. Keep Software Updated: Regularly update software and systems.

5. Report Incidents: Report suspicious activity and security incidents.

Benefits

1. Enhanced Security: Awareness and alertness enhance overall security posture.

2. Reduced Losses: Proactive measures reduce financial and reputational losses.

3. Improved Compliance: Awareness and alertness help meet regulatory requirements.

Some basic cyber safety tips

1. Use strong and unique passwords: Create complex and different passwords for each account.

2. Keep software up-to-date: Regularly update your operating system, browser, and other software to
patch vulnerabilities.

3. Be cautious with emails and links: Be careful when opening emails and links from unknown sources, and
avoid suspicious attachments.

4. Use antivirus software: Install and regularly update antivirus software to detect and remove malware.

5. Use a firewall: Enable the firewall on your computer and network to block unauthorized access.

6. Use two-factor authentication: Enable two-factor authentication (2FA) whenever possible to add an
extra layer of security.

7. Back up your data: Regularly back up your important data to a secure location.

8. Use secure networks: Use secure and trusted networks, especially when accessing sensitive information.

9. Avoid public computers: Avoid using public computers or public Wi-Fi for sensitive activities.

10. Stay informed: Stay up-to-date with the latest cyber threats and trends.
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5. T-RTLF THTUTHOT: STET T BT, JT-HTLeh THTURTOT T ITTRT FL |

TSR §HAT A1 82
ISR, ST U1 h YR ReH dob 3D d Ugd Ut b 35 IR, I&a-, SN B a1 9Y R BT b
gufaaTgul O B ITEER Wk 39 gHal & U IHIfad BTR®RS iafafiat sik Sifidr €, o Ao,
@&%Wﬁww,ﬁmﬁmﬁaﬁwweﬁ?mwm&rﬁrug'dl
SEGE
g HuIeR RiRed, Aeas a1 fefied IRl & A&d B B T8 o 91 BR DI 15 HRAT ¢
%HODI AT I T T JHSAT BT §, o Se1 IR, ufkadH, e a1 Yaref # sgau™ I g1 Fehdl

I
AR, forg TaRT UGl H3 arel ST o &0 § ST Sl §, SFRIGd Ugd UTed R IR 30+ 3e-a1 Bl
T $= o fod fafis Yot &1 SuaivT avd g
TR G T §
3 BIHHRS AT a1 SUBRUT & o] ITUNT AR GHA! BT 3ol o o forg fopan Sran g, o gufamguf
Drs, BRI S aa a1 Aivra SSifAaiaT oHifaar|
aﬁgwﬁﬂﬁm R (FRT U1 3 a1al) 1 o Ied o &, ST 31T 3R a1 37 gHE! Bl IR A
Cakd
IeTERUN B AARR (SR IR 3R A9HamR) |, fURAT ierdl, ¥aT SRR (ppos) A, 3R gl Wav! ¥
I BHA A 5|

YRR FaR| & G-I UHR :
AW -
IR, TR 3R TTIHAR Hied gHfagul SivedR, Ried # gutic &+, 3 JH9H Ugd a1 Sl /RH &
gf&m fEme fpr e

gaq—i e BT TR & T 4RS! guf TR (SRR SHA) Vo1 of [T Sd & 3111 Udiid gia
|

TR SoifafeT -

AT B UG STHERT Udhe B o g URd &A1 a1 Ut Tfafafiat exar o QRem &) Gl gl
4T SRABR (Dpos) AR :

m@mﬁmmmwm ATeT oY 98 94 IudNTaarsiies g SFuasy gl S|

e W %%Wﬁ'mw%ﬁuw&@mmﬁ,fﬁﬁwﬁ@w%ﬂu@a%l
HgeR GHAl & & :

fa=ig @y -

foit SR TRMAT, FRRI &1 A7 BT RTHAR) , A1 RATUST & g gHeiar g 7T S &1 SuanT
HRAT

AT TR :
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https://www.google.com/search?cs=0&sca_esv=ffd48def480ec45e&q=Malware&sa=X&ved=2ahUKEwi_gPL1-KyPAxXH4zgGHaMoDOkQxccNegQIMxAB&mstk=AUtExfCvQYllib_rYVz1Xl1x0CJOMRSfLt9b3hgYmFzroQ5aYcZabHArxGty5xZAv37vSHi2blcC45pSBczfYG9WoxN_8BcSgxMyov36GoaGH4PPbL8dXNHKra_Gt12lUHH9858&csui=3
https://www.google.com/search?cs=0&sca_esv=ffd48def480ec45e&q=Phishing&sa=X&ved=2ahUKEwi_gPL1-KyPAxXH4zgGHaMoDOkQxccNegQINRAB&mstk=AUtExfCvQYllib_rYVz1Xl1x0CJOMRSfLt9b3hgYmFzroQ5aYcZabHArxGty5xZAv37vSHi2blcC45pSBczfYG9WoxN_8BcSgxMyov36GoaGH4PPbL8dXNHKra_Gt12lUHH9858&csui=3
https://www.google.com/search?cs=0&sca_esv=ffd48def480ec45e&q=Social+Engineering&sa=X&ved=2ahUKEwi_gPL1-KyPAxXH4zgGHaMoDOkQxccNegQINhAB&mstk=AUtExfCvQYllib_rYVz1Xl1x0CJOMRSfLt9b3hgYmFzroQ5aYcZabHArxGty5xZAv37vSHi2blcC45pSBczfYG9WoxN_8BcSgxMyov36GoaGH4PPbL8dXNHKra_Gt12lUHH9858&csui=3
https://www.google.com/search?cs=0&sca_esv=ffd48def480ec45e&q=Denial-of-Service+%28DDoS%29+Attacks&sa=X&ved=2ahUKEwi_gPL1-KyPAxXH4zgGHaMoDOkQxccNegQINxAB&mstk=AUtExfCvQYllib_rYVz1Xl1x0CJOMRSfLt9b3hgYmFzroQ5aYcZabHArxGty5xZAv37vSHi2blcC45pSBczfYG9WoxN_8BcSgxMyov36GoaGH4PPbL8dXNHKra_Gt12lUHH9858&csui=3
https://www.google.com/search?cs=0&sca_esv=ffd48def480ec45e&q=Insider+Threats&sa=X&ved=2ahUKEwi_gPL1-KyPAxXH4zgGHaMoDOkQxccNegQINBAB&mstk=AUtExfCvQYllib_rYVz1Xl1x0CJOMRSfLt9b3hgYmFzroQ5aYcZabHArxGty5xZAv37vSHi2blcC45pSBczfYG9WoxN_8BcSgxMyov36GoaGH4PPbL8dXNHKra_Gt12lUHH9858&csui=3

Sifge JueT, UTed ST U1 AGaTd Ugd I BRI (P11) F IRT BT
gfare- |§ SayH:

agayul gFATE! i ®I §g HAT, YUMol &1 Jear Ugdm, a1 AT UREraH oAb
Ieifa® /aaie 38T

UER GG TT 3MADHaIE &b Hod ATIH I T &ffd BT R &1 7 |

1. R eeq FT THAE T T 900 3 & forw Berea G @ atweaay, e amawE, 3+,
TSI, THHAIY 3T TqTEa g 9ITHe 2|

2. TRf9RT: Taasfier T (S9 qTaas, Fiee e fFawo) T F39 F o S0, W9 97 T F w9
TETEE! ATl AT

3. {OHATT: FAATT ST HTEAT 30l Uikt FdT g oY Rfereer & forg swram i /i zar €

4. DDoS (R T¥zeges ST AT af=w): oeed T Sqaerser a1+ & o1 <IHha o JTT A< od HLAT|

5. SQL SHFA: HARHATA ST il (AT AT HLTAT Fieed o6 (o107 S2rad | gAEATI FlE S5Fe FHAT|

6. HIH-TTSE AT (XSS): STARTHAT T2T FAET FHe AT AT o & forT Fadreed # gHEATI FHIE ToFe
ATl

7. e fedt A =tra i wfasta F71 F fore safpra s =T F2AT)

8. AF-3A-3-FAes (MitM) ZHer: 2T T e AT §9IY 919 3 o TorT S=TE ¥ aTferd T

9. V-3 THFAATSEH: TS & STHATA FHSILAT T LT FEATI

10. TS SO AATET: Heaaaefier STt T a1 R 3 forg 7 1 v AT

T G d 99 & [T, AT AT AT SUTAT T AT HLAT SALTF 5, A4

- AT &l AT L@

- AT ITHES T STTNT FHLAT

- BIARAT ST TEETIH AIFeaaL AR FiLAT

- M SeherT ieAT

- STANTEHRATHAT T AT GLEAT HATTH TATA 6 AT | FATErT FaAT

QI (gAtaaTqor |iveady) Rt o afvreaa #1 92i9q F2ar & S Fgee fwed, Jeas a1 dana
TaAT=d T THATHT TgATH AT AT FIA o (o0 AT 6T 77 &1 HAGIT T Tl &2
1. T 9fter ST FE F2AT (S8 UTEas, HiS FTe q67)

2. e HATAA &l ATTEr FLAT

3. TRreew SETgA1 Al gresi® HLdT

4. 7T ITHTI § AT

AT F THI:

1. ATIATH: AT BIEAT/FAHRHAT H [TEATE S FeadT

2. FF: ITARTERAT o0l ATTHIT o [T TqF [AECATET S FeAT

3. 2N 39 A = # g2 A7 e

 FHATT: Al &l Uiehte wedT, TRTheerd & o sSRrame st /7 e

. TITE AL SYTNTHAT atater it At AT, Haeasfier ST =T AT
TS FATTed ST T=f97a AT, AT T € § STANTRIT ST Tl FHLA]
. e fohed: o &1 9aT @ & HAad? 7 G2 HI [=amET

@mgﬁm

1. FIFEATL/ATTH FT =TAT TG

2. TEETITE ATFEATL T ITANT i

3. "ty TReAare /o a =

4. AT ITHAE AT ITIRT F

5. i =9 7 22T FT TwT o
Phishing

N o b
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Phishing T& YT T ATZa< gHAT g OMAH ZHATAY TTHRT &TE@T SHT Tl daaaefiel ST s 6
qTEAE, S FIE A, AT 7T AT SITARTL TTH H HT TITH Fd g

TRfeT 2ol sree 8w, T9e AW, AT W9 o o HTETH T gid 8, ¥ F e a9 geareq o {3 g0,
ATATET T, AT T HHSAT iy o &9 § 50 g 2|

TRTeRT & a9 & forg 3= giea:

1. e e SHA/AT & ATaLTH Lo ST JTdl & AT SH AT HLQM I (Fereh 7 2

2. Toih 3fIT TEHHE | AIALTH Ta: T (o1 AT ASAHE GIAT § Tgf &l I |

3. JTAHTEE &l ST L FATHT L [oh ST T IAqT Hal ¢ AT T qLIerd g (HTTPS)!

4. ITEEE GIed Y& ASTEd ITHaE HT STANT A7 3T Ivg (A0 &7 H Ia |

5. T-Th T THTUTROT T STANT he: ST TITh GLAT o ToIT -1 THTUNRTOT 7 STTRT 7|
Ransomware T S&TT T HAAIT g ST AT ST [ Tlewee FLdl g ST TRl Sl FIT FHdT g qTreh ST
a7 AT et 76|

(AT TS & T

1. T Tt BT STAT &: SATThT BISe 31T ST UThee gl ST & 31 3T 39 T Agl Tg= aTd|

2. FRETT ot |T: gAeTa TRt T WiRT SeaT ¢ aTfeh AT9eRt 227 araw At @eh|

3. EehT: GHATAY SFIT AT <ol & Toh 9T TORTIeT AT & TS AT STIehT S27 g faam Sruam)

TR T F forg 5 giReat:

1. o Sersra & oo ST T Ao SsherT o aTieh ST g8 o F9A STIAT 22T ATIH uT 9|

2. FIFEAT AISE T AT AIFe I 3T AT (freed 7 srara- |

3. TETATICE TIFEAAT T ITANT i : TEATIH TIFEATL AT STANT Tk LHHAIT gHAT & TATH Fi |
4, ey fofe oY sré=fie & 9 "iavy e oY sré=die 1 faers 9 #:7)

I AT YaTaa go et &7 fAw g ST &

1. ToReTelt 7 & TReTT & | 9= 3i T8 ToTT STq ST &l THEAT0d e o [olT TohaTT T ITANT H7 |
2. TOFeq T 7T i 9 Reed &l TaTAe F AT L qTMeh gHATAL AT SeT dh A5l Tg o Tohl

3. AT HEE o ULAT HEE oI o (o7 S SAreel oI AT ATea LT (aerast & §9e <l

EED:F

1. Foaaeer ST AT FT Toh & SR ST, T SITAaRT<t I =1 SATIaTaF 22Tl

2. TEreaH &1 ATTeT T Tohd 3 THEaH &l 591 AT, STSASTSH ST THATT TgaTdT|

3. TATAATYOT QA TeraT: e aY FATT, TRIQRT 3T YHHeIT gHel FHeAT|

T & TR

1. 51 &2 g8 SATAATI0 g SIT ST ATH 6 [o7T AT THETT TgAT o (o0 g 1T i g

2. SETSE 52 g H: AT gl ST HISHT hl GLAT H T FLT H 7EE F4d o

3. T BT EhH: ahd ST AT AT T BIAT IST T & ATehe STELl qal o TheTd TgAT0]

e gfeat:

1. TG qTHAE: ATGA I, ST ITHaE HT STANT A7 |

2. AT FAT TG FHSTTAT Fl T Ll

3. TEATIH HI%edI< T ITTRT Y : HAAIL /T IAqT AU 3T geTu|

4., AT ATALTHT a2 G o ST SeAAre 9 a4

BIECESERNLCE

1. ST TATATETT: ATZET AT FHEY, dedeh AT SeiAc & HTeqq & il S ATAT A AT A TerAT i
T T gl

2. SETELIT: TZATH o0l AL, ATAATS erarer=T, ThiONT, FTsaeee T 3T starer |THRiT 7 fAaa<on|

3. YXOTY: TA<i AT, HARETT ST ene I7 THar TgarTl

HTEaL gHAT:
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1. TTHEHAFT AT AISaL gHAT U AALHAFE HIeT (HEeH IT Acdsh il aTied e, AT FHLed AT A0
LA T AT 2

2. JETELIT: HAATL, THHAAL, DDoS T 3T SQL ST

3. JurTd: fafere, e fahi @, SreEh, diewre ar fefasy anfie 81

E@TW:

1. FTIAT: AT AU SHAT TA GIAT &, T Toh AT gHT STIE IT I BT TRl & (ST T9r TLe0) |

2. &T: ATZaY ALY MIATATSAT T Uk (oeqa J@ar &l THT FLAT g, Tk qI2a< gHel HeeH ol arred
T AT STTIUT FlA I T shiad HLd gl

T |ATSa< I T ATZaT g0 SARTT, HISAT A AT o (70 AZea 01 A< T2T FLd &, ST AT AT2a<
AT IUTAT % Tged Tl ITEL FLaT g

Ser =

2T AR TF UHT FeAT § gl Gaadeie, FIerd a1 MO ST &7 SAferdhd & Uaed, FHT AT 39T a1
STAT 81 TEHH ARG TgaTH AT TR (Fremsans), A< 22, aifegs® d9aT a1 9+ aaaefie Saaer
T BT el T g

ST AL F FTI:

1. §FT: A=A gHATAT HHSITLAT T FHITET ISTHL AA T Tg o TTH Fd 5l

2. A GAL: FHATL AT ATIFA A Th TALARE AT A | ST hl THATAT F4d g

3. TORTNT: FTTRrEE St AT Torita s tndl & Haaaefier ST Tohe F3d & o T 3t 2|

4. Yk FRT: A9ety, Rarse a1 @ #ifear o "eeefier 22T grar g, et &1 91d 2|

5. THE & ATRTeHH TG T 2T o A =d gl

T T % wform:

1. Ta=fier AT ST gl ST gaTaEt, TgaTe @l AT AT ST o9F I¥ =7 ST T6dT 2|

2. ISt &xfay: Tee fersame e fsaa=aar a1 ad 2|

3. AT 32 ST qLAT FIAT T AT 7 e T AT T ThalT g

4, TEAT il AL SATRAT &l AT 3 ARRTT T gl dhdT gl

AFHIATH 3T T

1. AT AT 3T AR Fx: TIoheerd, BraZaie e e Fa=m|

2. Mo aAifRe ofie STTas qeaisha w3 FASTIAL 6l TgaTT Hi 31T Srg Haliad Hi

3. FHATIAT T TFLFEr i T2T ESToRT HaTH ST¥ITH 3 LT e ¥ forferd #3)

4. T AT TIATRAT TISTAT TG SToat & TIAehaT & 3T Seor=1 il Trah

T AT o THIT THOMH g1 TR 8, ST GAaa 9ol STTARTLT i TEAT o forT J1e6 IUTT 9T ¢

T A F FTET T IIZL:

EI'@'@'WW:

1. IATE: 2013 § 3 3 ITANTHAT @I GHA AT 0 70, S\#7 T19, S0 T, BIF Fa2, ST77 [ 23T, areas i
AT T ATHHS o)

2. Fe TexA9A: 2018 H 500 foferae #gamel & RFlE AT gU, ™aH 919, 7% & 9d, TH 9d, BT 147,
qTIITE Ja¥ ST SR AT e o)

3. TR 2017 § 147.9 WO ITSHT (e GHATAT (U U, ™S8 ATHTSTE GRaT [a7, S0 e
T I Qe 2|

BT o S H:

1. T9: 2024 ¥ 49 Toferas At Raie IR g0, ™A 71, Id 37 A€ e amtae o

2. A9 qfect®h S2T: 2024 § 2.9 3d RFi 39X gu, B+ 919, SHA 0d, B Fa%, AT qLET Fa7
¥ FfeT ga emfae o)
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AUl IeAH:

1. Ff¥ed a9: 2019 & 100 M= UTeF @1 &Y e Fe e € gu, ™oH a1, wifds® ud, wiee Thie
Y I Garga9fier TRty amfaer off|

2. fefFes: 2021 & 700 faferms SU=mERAT R#E IWMR g, ™M quf 919, W9 |67, S0 9d $iY
SYTRTHAT ATH ATHHT A

TR § T T & SaTgL:

Q'ﬂ'E@ET%ﬁ'&:

1. SATSHTTHSAT FITAS-19 T2T AT (2023): Tk a2 THIH I TS FLAT FeAT F AT =T e
TR T TATIAd T, S @A 815 Ao AT AT & Haaasiie a7 &l T gsl

2. AT ST AT (2018): TF HEATU o= o ATEl ANTIT o SFHIT ST il FHATAT 0T, e gar
AT IUTAT H HHSIITLIT T ISTRTE ThAT AT

T I =:

1. 89 32T AT (2024): TH Y@ AAT Ta¥de HaT TGTAT F UF 92 qLAT oo &7 TqAa o, S
4.15 FIE T ATAF ATEHI 1 SATHIT TR THATAT g2l

2. UHTATS ST AT (2024): THh TLEAT T&TAT 7 ST Ioct o T GTHAT 7T, e At STTRrwatet
Teraaefier T2T T ISTRTE fohaT 1m)|

H Y ITAGH 1T FeATT:

1. T THHAAL gHAT: 3 AT TEIS]E oAl HISHhel ATSe 9¥ U HI2a< gaol o 4 FIg TR(T FES &
qHETAT T, e ey T@9Te ATeaT GAT § FHSAT Hl 3SR T 19m)

T FSHATT FIRT & FIGT ATETX LT TITAT ST T&d S2T GREIT (7971 #1 SaeFa:aT 9% 1% 31 51 [efoeer
ST ST TXETT FILIFTH 2023 FT I297 T&T FIFT HIT Gl & T 2T Ieai gl & 79247 &, forad
HTITAT 7 FI7 TTI250 FIIE T FT JHIAT ATIHT 51

TEA GLAT A ARTEHRAT A AT H Agea:

1. TERATH: TRTEFHAT TATAT GAL 0l TgATT ek GT2a< gHAT 0l Lhel § HEE FLAT Bl

2. YT Tg AT AT LT FHeATAl hl STLTHE TG el § Ge77 a7 1 o, s e w7 giar g
3. AT IUTT: STRTEFAT ST TqehdT SHLT Gl & 979 o (10 TR IUTAT [ ST FLAT g

4., ST | FHHT: =T AT Sl T35 A5aY gl & ST i H7 FHT Tohd o

5. HEAT STATehaT H FETL: STHTEHAT 31T AdAehdl caiLd AT TATAT FeAT T AT T €T TaTT FHdl gl
1. AT Tg: AAAqH AT Gasl 3 AT § TATAT T2 |

2. Fqdeh Tg: SHA, o A A o AT ara=id wed THT e 3|

3. AT UTHAE T START ¥z ATad 17 AT ST{eet qrEas 7 ST H7 |

4. FiFEATT FAA T4 [HafHa 9 F qiweda? o7 Feed s=rde 3

5. FEATSAT i LTS e HIaTe AATATE 3T FLEAT TATSAT hl (LIS |

AqTH:

1. FZAT FLEAT: STETEHAT 31T qAhdT THT FLEAT HZT [ F@dl &l

2. THETH § FHHT: FOohT U T 3 TS e T &l 7 Hld |

3. RATH® AT § AT TETEFHAT AT TAhdT HATHE AFLTFHATAL ol G2 Ll H HEE FAT 5

STV TEHAT S TAhAT T ATATHHAT T, SATF AT TS AT G F TATAT &I F FTAT TEAT FL Tohe] 2|
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Unit 2: Safe Use of Internet and Devices
Safe Internet Practices:

1. Use strong passwords: Use unique, complex passwords for all accounts, and change them regularly.

2. Enable two-factor authentication: Add an extra layer of security to your accounts with two-factor
authentication.

3. Keep software up-to-date: Regularly update your operating system, browser, and other software to ensure
you have the latest security patches.

4. Use antivirus software: Install and regularly update antivirus software to protect against malware and viruses.

5. Be cautious with emails and links: Avoid suspicious emails and links, and never provide personal or financial
information in response to unsolicited emails.

6. Use secure connections: Use secure connections (https) when accessing sensitive information online.
7. Use a VPN: Consider using a virtual private network (VPN) when accessing public Wi-Fi networks.
8. Monitor your accounts: Regularly monitor your bank and credit card statements for suspicious activity.

9. Use secure online storage: Use secure online storage services, such as encrypted cloud storage, to protect
your data.

10. Educate yourself: Stay informed about online safety and security best practices.

Online Safety Tips:

1. Avoid public computers: Avoid using public computers or public Wi-Fi networks for sensitive activities.
2. Use a firewall: Enable the firewall on your computer and network to block unauthorized access.

3. Back up your data: Regularly back up your important data to a secure location.

4. Use strong firewall settings: Configure your firewall settings to block unauthorized access.

5. Be cautious with downloads: Only download software and files from trusted sources.

Cybersecurity Best Practices:

1. Implement incident response plan: Have a plan in place for responding to cybersecurity incidents.

2. Conduct regular security audits: Regularly conduct security audits to identify vulnerabilities.

3. Use encryption: Use encryption to protect sensitive data.

4. Train employees: Educate employees on cybersecurity best practices.

5. Stay informed: Stay informed about the latest cybersecurity threats and trends.

IRI&T ST 3T:

1. ASIgd UNIdS &1 ITART Hx: Jft @rdl & o sifgedia oik Sifed e &1 ST &< 3R % Haftd &9
9|

2. Q- HRE FHTUHRU] J&H HY: 30 WAl H &l-HRE THIUNGRUT Sie R SifdiRed YR& R s |

3. WITEITR ST T 3 TR e H, SISWR 3R 37 e ddR HI HAftd FU 9 SrIfad H dif
3T U Fd-aH Q&M I gl

4. TEIATIRY WIHCATR BT SUTNT B HAAIR 3R IRY I §91d & fATY TCIaTaRy At RIUd &1 3R
Ao =u ¥ srfad &1

5. SHA 31K fofer & Tr AraeTit aRd: Al $8d SR foids 1 5f 3R Tt off orare SHa & Sare & e
7 faiia SHeR A ¢
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6. GRIEA BRI DT IUANT B HAGIRITT THBRY T TR DHRd O YRI&T BRI (https) BT
ITIT DR |

7. AU BT START B AW dT5-BTs Aead TR HRd THT JIUTEH BT TN HRA IR R He |

8. 3T W1l ! R Y 30 o 3R hisc HIS [daruN &1 Al ¥ I TR &1

9. JRI&A TS HSRUI BT ST X 37U Sl ! YRET P o1t JRIGA TS HSRU 131 &1 IugNT
DI

10. TRIfErT B SIS YREM 3R JR&f Farad Sl & aR H JRId 33 |

SHTTCTS GR&f T,

1. YIVH® SR I §d: dg-=ia nfafafial & o ardeif~e dger a1 gesi-e als-WTs Hedd &l
I DR I § |

2. PRORAIA BT STANT Y UGB Ugd Bl b o (a4 30 HHR 3R Aeadh R HRRAA F&H B |

3. 30 ST HT 9H Y T: 30 AEAYU! ST &1 Fafid &0 J dH3(a o |

4. ASgd RIRAIA AT BT TN HY: UG Ugd Bl Ah & (o8 30! BRRAIA AT Pl DIBTR
DI

5. SI3AIS & 1Y WU SRa: Had (YT Hidl F FiteadR 3R HIgd SreAars He|
TSR YR& FAI 3.

1. g1 UfAfehaT TS AR < TSR GRET gc131 & ford Ulcfohdn v & fod T g s

2. (AT GRa 3iifeT B AL DI Uga B & (o7T (Hafird gRaf 3Hifse B

3. P T IUANT HY: HagIRITel STl bl Y& b fell ThH &1 ST 61|

4. HHAIRGT D1 URITET B HHATRAT DI TSR YR&T FaraH ST UR Rufed H |

5. GRId X8 Ta-aH AgeR YR WaRi 3R Sl & R J gfad 3G |

Strong Passwords:

A strong password is a password that is difficult for others to guess or crack. Here are some characteristics of
strong passwords:

1. Length: A minimum of 12 characters, but longer is better.
2. Complexity: A mix of:
- Uppercase letters (A-Z)
- Lowercase letters (a-z)
- Numbers (0-9)
- Special characters (!, @, #, S, etc.)
3. Uniqueness: Use a unique password for each account.
4. Randomness: Avoid using easily guessable information such as:
- Your name or birthdate
- Common words or phrases
- Sequences (e.g., "123456")
5. Avoid password reuse: Don't use the same password across multiple accounts.

Tips for creating strong passwords:

1. Use a password manager to generate and store unique, complex passwords.
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2. Avoid using words or phrases that can be found in a dictionary.

3. Use a passphrase, which is a sequence of words that is easy for you to remember, but hard for others to
guess.

4. Change your passwords regularly (every 60-90 days).

5. Don't share your passwords with anyone.

Why strong passwords matter:

1. Protects against unauthorized access: Strong passwords help prevent others from accessing your accounts
and sensitive information.
2. Reduces risk of identity theft: Strong passwords can help protect your identity and prevent identity theft.

3. Safeguards sensitive information: Strong passwords help protect sensitive information, such as financial data
and personal documents.
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Two-Factor Authentication (2FA):

Two-factor authentication is a security process that requires a user to provide two different authentication
factors to access a system, network, or application. This adds an additional layer of security to the traditional
username and password combination.

How 2FA Works:

1. First Factor: You enter your username and password.

2. Second Factor: You provide a second form of verification, such as:
- A one-time password (OTP) sent to your phone or email.

- A fingerprint or facial recognition scan.

- A smart card or token.

- A code generated by an authenticator app.

Benefits of 2FA:

1. Improved Security: 2FA makes it much harder for attackers to gain unauthorized access to your accounts.

2. Reduced Risk of Identity Theft: 2FA adds an extra layer of protection against phishing and other types of
attacks.

3. Compliance: 2FA is often required by regulatory bodies to protect sensitive information.

Types of 2FA:

1. SMS-based 2FA: One-time passwords are sent to your phone via SMS.

2. Authenticator App 2FA: Apps like Google Authenticator or Authy generate time-based one-time passwords.
3. Biometric 2FA: Fingerprint or facial recognition scans.

4. Smart Card 2FA: Physical tokens or smart cards.

Best Practices:

1. Use 2FA whenever possible: Enable 2FA on all accounts that support it.

2. Use a strong password: Combine 2FA with a strong, unique password.

3. Keep your 2FA device secure: Protect your 2FA device or token from unauthorized access.
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Avoiding Suspicious Links:

1. Be cautious with emails: Avoid clicking on links from unknown senders, especially those with generic greetings
or spelling mistakes.

2. Verify website authenticity: Check the website's URL and ensure it's legitimate before entering sensitive
information.

3. Use antivirus software: Install and regularly update antivirus software to protect against malware.

4. Use a web browser extension: Use a web browser extension that blocks suspicious links, such as uBlock Origin
or Malwarebytes.

5. Hover over links: Check the link's destination URL before clicking.

6. Avoid shortened URLs: Be cautious of shortened URLs, especially from unknown sources.

7. Keep software up-to-date: Regularly update your operating system, browser, and other software to ensure
you have the latest security patches.

8. Use strong passwords: Use unique and complex passwords for all accounts, and consider using a password
manager.

9. Use two-factor authentication: Enable two-factor authentication (2FA) whenever possible.

10. Stay informed: Stay up-to-date with the latest online threats and security best practices.

Red Flags:

1. Urgent or threatening language: Be wary of links that create a sense of urgency or threaten consequences.
2. Suspicious URLs: Be cautious of URLs that are misspelled, contain random characters, or have unusual
extensions.

3. Unknown senders: Be cautious of links from unknown senders, especially if the email or message is
unsolicited.

4. Too good to be true: Be wary of links that promise unrealistic rewards or benefits.

Avoiding Suspicious Links:

. Verify the source: Check if the link is from a trusted source or website.

. Check the URL: Look for spelling mistakes, unusual characters, or suspicious domains.

. Hover over links: Check the link's destination URL before clicking.

. Use antivirus software: Install and regularly update antivirus software to protect against malware.
. Use a web browser extension: Use a web browser extension that blocks suspicious links.

. Be cautious of shortened URLs: Avoid clicking on shortened URLs from unknown sources.

. Avoid clicking on pop-ups: Be wary of pop-ups that ask you to click on links or download software.
. Use strong passwords: Use unique and complex passwords for all accounts.

. Enable two-factor authentication: Add an extra layer of security to your accounts.

OCooONOOTULLE WN -
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10. Stay informed: Stay up-to-date with the latest online threats and security best practices.

Tips for Mobile Users:

1. Use mobile security apps: Install mobile security apps that detect and block suspicious links.
2. Be cautious of QR codes: Scan QR codes from trusted sources only.

3. Use secure browsers: Use secure web browsers that have built-in security features.

Consequences of Ignoring Suspicious Links:

1. Malware infection: Your device may be infected with malware.
2. Data theft: Your sensitive information may be stolen.

3. Identity theft: Your personal data may be used for identity theft.

Concept of secure browsing

Secure browsing is the practice of protecting your online activities and personal information from cyber threats
like malware and phishing by using tools and techniques such as encryption, secure connections (HTTPS), and
updated software. Key concepts include ensuring data is encrypted, avoiding suspicious websites and
downloads, using strong passwords, and regularly updating all software.

Secure browsing refers to the practice of accessing the internet in a way that protects your personal data,
identity, and device from unauthorized access, theft, or damage. It involves using various techniques and tools
to ensure the confidentiality, integrity, and authenticity of online communications.

Core concepts of secure browsing

Encryption:

The process of converting data into a code to prevent unauthorized access. When you see https:// and a padlock
icon in your browser's address bar, it means the connection to the website is encrypted, protecting your data
from being intercepted.

Secure connections:

Using encrypted connections like HTTPS is the foundation of secure browsing, ensuring the data exchanged
between your browser and the website is private and cannot be easily tampered with.

Malware and phishing prevention:

This involves using tools to block harmful software (malware) and websites designed to trick you into revealing
sensitive information (phishing). Some browsers have built-in features like pop-up blockers and anti-phishing
filters, and you should be cautious about what you download or click on.

Software updates:

Browsers, operating systems, and plugins often receive security updates that patch vulnerabilities. Keeping your
software up to date is crucial to protect against known threats.

Strong and unique passwords:

Using a unique and complex password for each online account is vital. Consider using a password manager to
help you create and store these strong passwords securely.

Privacy settings and tools:

Secure browsing also involves configuring your browser's privacy settings to block third-party cookies, limit
tracking, and control website permissions. Using a VPN can further mask your IP address, and some browsers
offer enhanced privacy modes.
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Key Concepts:

1. HTTPS (Hypertext Transfer Protocol Secure): A secure protocol that encrypts data transmitted between your
browser and websites.

2. Encryption: The process of converting plaintext data into unreadable ciphertext to prevent unauthorized
access.

3. SSL/TLS (Secure Sockets Layer/Transport Layer Security): Protocols that provide end-to-end encryption for
online communications.

4. Browser Security: Features and settings that protect your browser from malware, phishing, and other online
threats.

5. Password Management: The practice of securely storing and managing passwords for online accounts.

6. Two-Factor Authentication (2FA): An additional layer of security that requires a second form of verification,
such as a code sent to your phone or a biometric scan.

7. Cookie Management: Controlling how websites store and access cookies, which can track your online
activities.

8. Private Browsing: A feature that allows you to browse the internet without storing your browsing history,
cookies, or other data.

Best Practices:

1. Use a reputable web browser: Choose a browser that prioritizes security and privacy.

2. Keep software up-to-date: Regularly update your browser, operating system, and other software to ensure
you have the latest security patches.

3. Use strong passwords: Use unique and complex passwords for all accounts, and consider using a password
manager.

4. Be cautious of phishing: Be wary of suspicious emails, links, and websites that may attempt to steal your
sensitive information.

5. Use a VPN (Virtual Private Network): Consider using a VPN to encrypt your internet traffic and protect your

data when using public Wi-Fi networks.
Ve

Browser Security Tools

Essential tools that protect your data and keep online threats away.

O &

HTTPS Pop-up Blockers Antivirus Scans

Encrypts your data for Keeps annoying ads and Checks downloads to
secure communication. potential threats at bay. prevent malware infections.

&

Updates Sandbox

Regular updates patch Isolates risky sites to
security vulnerabilities. protect your system.

pS
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Essential Mobile/Computer Safety:

. Use strong passwords: Use unique and complex passwords for all accounts.
. Enable two-factor authentication: Add an extra layer of security to your accounts.
. Keep software up-to-date: Regularly update your operating system, browser, and other software.
. Use antivirus software: Install and regularly update antivirus software.
. Be cautious of phishing: Be wary of suspicious emails, links, and websites.
. Use a VPN: Consider using a VPN to encrypt your internet traffic.
. Use secure networks: Use secure, password-protected Wi-Fi networks.
. Back up your data: Regularly back up your important data.
. Use a firewall: Enable the firewall on your computer and network.
10. Monitor your accounts: Regularly monitor your accounts for suspicious activity.
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Mobile-Specific Safety Tips:
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1. Use a screen lock: Lock your device with a PIN, password, or fingerprint.

2. Be cautious of app permissions: Only grant necessary permissions to apps.

3. Use secure messaging apps: Use end-to-end encrypted messaging apps.

4. Keep your device updated: Regularly update your device's operating system.

5. Use mobile security software: Install mobile security software to protect against malware.

Computer-Specific Safety Tips:

1. Use a reputable antivirus: Install and regularly update antivirus software.

2. Use strong passwords: Use unique and complex passwords for all accounts.

3. Keep your operating system updated: Regularly update your operating system.

4. Use a firewall: Enable the firewall on your computer and network.

5. Be cautious of downloads: Only download software and files from trusted sources.
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Antivirus:

Antivirus software is a type of computer program designed to detect, prevent, and remove malware, including
viruses, worms, trojans, and other types of malicious software.

Key Features:

1. Virus scanning: Scans your computer or device for malware.

2. Real-time protection: Provides ongoing protection against malware.

3. Malware removal: Removes detected malware from your system.

4. Automatic updates: Regularly updates virus definitions to stay protected against new threats.

Benefits:

1. Protection against malware: Antivirus software helps protect your computer or device from malware.
2. Data protection: Antivirus software helps protect your data from unauthorized access.

3. System performance: Antivirus software can help improve system performance by removing malware.
4. Latest threat protection: Antivirus software provides protection against the latest malware threats.

Choosing Antivirus Software:

1. Reputation: Research the reputation of the antivirus software.

2. Features: Consider the features and security capabilities of the antivirus software.

3. System requirements: Ensure the antivirus software is compatible with your system.

4. Customer support: Evaluate the customer support offered by the antivirus software provider.

Updates and App Permissions in Essential Mobile and Computer Safety:

Updates:

1. Keep operating system and apps updated: Regularly update your operating system and apps to ensure you
have the latest security patches and features.

2. Enable automatic updates: Enable automatic updates for your operating system and apps to stay protected
against known vulnerabilities.

3. Prioritize updates: Prioritize updates for critical security patches and updates that fix known vulnerabilities.
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App Permissions:

1. Review app permissions: Carefully review app permissions before installing an app.

2. Grant only necessary permissions: Grant only the permissions that are necessary for the app to function.

3. Monitor app permissions: Regularly review and update app permissions to ensure they align with your
comfort level.

4. Use app permission managers: Consider using app permission managers or features like Android's permission
manager to control app permissions.

Best Practices:

1. Stay informed: Stay informed about the latest security threats and updates.

2. Use strong passwords: Use strong passwords and enable two-factor authentication.
3. Use antivirus software: Use antivirus software to protect against malware.

4. Back up data: Regularly back up your data to prevent loss in case of a security breach.

Benefits:

1. Improved security: Updates and app permissions can help protect against known vulnerabilities and malware.
2. Data protection: Updates and app permissions can help protect your personal data from unauthorized access.
3. Peace of mind: By staying up-to-date and controlling app permissions, you can have peace of mind knowing
your device and data are secure.

3USey 3R VT gl HiaTed 3R HeR JR&f H:
IS

1. TR ReH 3R T &1 3Ea- IW: 3T SHRfCT Rived iR U™ &1 Faflid ©0 ¥ srrad &< dife
3{TAh T T GR&T U 3R fa=iwdmy g7

2. TETTd STSTYH W& P 30 TR e iR T & oy Wanferd Siusey e o3 difds 311 1
SIS Y R B

3. 3USTH B! UTUFHeb T <: HEwgU] YR&T Ul 3R TSy o UTUfHehel & il F1d BHsiRE] bl leb R €|
qq SFAIGIT

1. U 3rFARTA! T i DY T STd - J Ugd UU SFFAfT] bl FIaemT & FHiem b |

2. HId HTIIS STAAI o: UU P! had da! STAI ¢ ol SUP B & [AY HTTAH ¢ |

3. QU 3rgAfa @ FRIT & Faftg 0 @ U srgafaat o Teiten &% 3R 3= 3rerad &1 dife 9 3
R & TR & SFIIAR 1|

4. TU AT TEUD] HT ITANT B VT AR TeUd! a1 T81es B 3AfT Teud St gfaersit &1 Sudi
b U ATl ot Efd a1

TGITH ST

1. ford T8 Ta-TaH JR& TaR! 3R 3Uscyd & IR J YRId 3

2. AT UGS T IUTNT HY: ASIEd TrHTS DT STTNT B3 3R Gl-HRb FHUNBUT Gard I |

3. THARRY WU R HT ITUNT 1 AAdIR ¥ §1d & o1 UEHaRRY Aok &1 ITaT & |

4. 3T BT B3 o JR&M U1 o1 R T ST Thu &1 Ah & forg Hafid wu § Ser &1 & e o
/LA

1. GRS YREMT: 3USTH 3R U AT 1 HHNRET 3R AAITR ¥ F91d H Heg B IHhdl gl

2. ST GR&T: 3USTH 3R UU AT 3D AT Scl DI 3HfIHd Ugd I S Tdhai g |

Prepared by S C Soni Page 11 of 16



3. T B! Tif: S @R 3R VU SrAfadl dI Ffd dxabs, 393U fEarsy iR Sl &1 gRel & IR
a8 g%d g

Device Lock in Essential Mobile and Computer Safety:
Why Device Lock is Important:

1. Protects personal data: Device lock helps protect your personal data, such as contacts, photos, and messages,
from unauthorized access.

2. Prevents theft and loss: Device lock can help prevent theft and loss of your device, and make it harder for
others to access your data.

3. Secures sensitive information: Device lock can help secure sensitive information, such as financial data and
login credentials.

Types of Device Locks:

1. PIN or password lock: A numeric PIN or password lock can be used to secure your device.

2. Biometric lock: Biometric locks, such as fingerprint or facial recognition, can provide an additional layer of
security.

3. Pattern lock: A pattern lock can be used to secure your device, but it may not be as secure as a PIN or password
lock.

Best Practices:

1. Use a strong PIN or password: Use a strong and unique PIN or password to secure your device.

2. Enable biometric lock: Enable biometric lock, such as fingerprint or facial recognition, for added security.
3. Lock your device when not in use: Lock your device when not in use to prevent unauthorized access.

4. Use device encryption: Use device encryption to protect your data, even if your device is lost or stolen.

Benefits:

1. Improved security: Device lock can help protect your personal data and prevent unauthorized access.

2. Peace of mind: Knowing that your device is secure can give you peace of mind, especially if you store sensitive
information on it.

3. Protection against theft and loss: Device lock can help protect your device against theft and loss, and make it
harder for others to access your data.
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Social Media Safety:

Social media safety refers to the practices and guidelines that help individuals protect their personal
information, security, and well-being while using social media platforms. Here are some key aspects of social
media safety:

Personal Safety:

1. Use strong passwords: Use unique and strong passwords for each social media account.

2. Be cautious with personal info: Avoid sharing sensitive personal information, such as address, phone number,
or financial details.

3. Set boundaries: Set boundaries for what you share online and with whom.

Online Etiquette:

1. Be respectful: Treat others with respect and kindness online.

2. Avoid cyberbullying: Refrain from engaging in or encouraging cyberbullying.
3. Verify information: Verify the accuracy of information before sharing it.

Security:
1. Use two-factor authentication: Enable two-factor authentication to add an extra layer of security.

2. Keep software up-to-date: Keep your device and social media apps up-to-date with the latest security patches.
3. Be cautious of phishing: Be cautious of suspicious messages or links that may be phishing attempts.

Reputation Management:

1. Post thoughtfully: Think before you post, and consider how your content may be perceived.

2. Monitor your online presence: Regularly search for your name and monitor your online presence.

3. Report inappropriate content: Report any inappropriate or harassing content.

Additional Tips:

1. Use social media platforms' built-in features: Familiarize yourself with social media platforms' built-in
features, such as blocking and reporting.

2. Be mindful of online relationships: Be cautious when interacting with people you don't know online.

3. Take breaks: Take breaks from social media to maintain a healthy online-offline balance.
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Avoiding Public Wi-Fi for Device Safety:
Risks of Public Wi-Fi:

1. Data theft: Public Wi-Fi networks can be vulnerable to hacking, allowing thieves to steal sensitive information.
2. Malware and viruses: Public Wi-Fi networks can be used to spread malware and viruses.

3. Man-in-the-middle attacks: Hackers can intercept communication between your device and the public Wi-Fi
network.

Tips to Stay Safe:

1. Use a VPN: A Virtual Private Network (VPN) can encrypt your internet traffic, making it more secure.

2. Avoid sensitive activities: Avoid accessing sensitive information, such as online banking or personal data, on
public Wi-Fi.

3. Use two-factor authentication: Enable two-factor authentication to add an extra layer of security.

4. Keep your device and software up-to-date: Ensure your device and software are updated with the latest

security patches.

5. Use a mobile hotspot: Consider using a mobile hotspot instead of public Wi-Fi.

Alternatives to Public Wi-Fi:

1. Mobile data: Use your mobile data plan instead of public Wi-Fi.

2. Private Wi-Fi networks: Use private Wi-Fi networks, such as those provided by your employer or a trusted
organization.

3. VPN-enabled Wi-Fi: Use Wi-Fi networks that require a VPN connection.
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Best Practices:

1. Be cautious of public Wi-Fi: Be aware of the risks associated with public Wi-Fi and take necessary precautions.
2. Use security software: Install and regularly update security software on your device.
3. Monitor your accounts: Regularly monitor your accounts for suspicious activity.
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Risks of Public Wi-Fi:

1. Data Theft: Public Wi-Fi networks can be vulnerable to hacking, allowing thieves to steal sensitive information
such as login credentials, credit card numbers, and personal data.

2. Malware and Viruses: Public Wi-Fi networks can be used to spread malware and viruses, which can infect
your device and compromise your data.

3. Man-in-the-Middle (MitM) Attacks: Hackers can intercept communication between your device and the public
Wi-Fi network, allowing them to steal sensitive information or inject malware.

4. Sniffing: Hacking**: Hackers can intercept unencrypted data, including login credentials, financial
information, and other sensitive data.

5. Identity Theft: Public Wi-Fi networks can be used to steal personal data, which can be used for identity theft.
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6. Malicious Hotspots: Some public Wi-Fi networks may be set up by hackers to steal sensitive information or
inject malware.

7. Unencrypted Data: Public Wi-Fi networks often don't encrypt data, making it easier for hackers to intercept
sensitive information.

8. Session Hijacking: Hackers can hijack your online sessions, allowing them to access your accounts and steal
sensitive information.

Protect Yourself:

1. Use a VPN: A Virtual Private Network (VPN) can encrypt your internet traffic, making it more secure.
2. Use strong passwords: Use strong, unique passwords for all accounts.

3. Keep your device and software up-to-date: Ensure your device and software are updated with the latest
security patches.

4. Use two-factor authentication: Enable two-factor authentication to add an extra layer of security.
5. Be cautious of public Wi-Fi: Be aware of the risks associated with public Wi-Fi and take necessary precautions.
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Unit 3: Online Scams and Frauds
Online Scams:

Online scams are fraudulent activities that occur on the internet, where scammers deceive and manipulate
individuals into revealing sensitive information, sending money, or providing access to their devices or accounts.
Here are some common types of online scams:

Types of Online Scams:

1. Job Offer Scams

Scammers fool job seekers with fake postings on real job boards. They offer high pay for easy work but just
want personal details or money for identity theft and financial crimes.

How To Avoid: Check job postings carefully, research companies, and don't send money or details upfront.
Report suspected scam listings to job sites with fraud detection.

2. Lottery Scams

Lottery scams try to make people think they've won a lottery or sweepstakes that isn't real. People get
emails, letters, or calls saying they've won lots of money or prizes. But to get the winnings, they have to pay
fees for taxes, processing, or delivery. They never get that money back.

How To Avoid: Don't respond if someone says you've won a prize, especially if you didn't enter a contest.
Real lotteries don't make winners pay fees first. Don't give personal info or send money to anyone claiming
to be from a lottery. Check if a lottery or sweepstakes is real before doing anything. Official lottery
organizations contact real winners directly, not through random messages.

3. Beneficiary Scams

Beneficiary scams are when criminals trick victims into thinking they have inherited from a far away relative
who requires either their payment details or personal information to claim it.

How To Avoid: Be skeptical of unexpected inheritance claims. Verify estates independently and consult
legal professionals without paying fees upfront.

4. Online Dating Scams

Online dating scammers use fake profiles on dating sites and apps. They start relationships but later ask for
cash with made-up stories about emergencies or travel costs. Online dating fraud tricks people who want
partners.

How To Avoid: Be cautious online and wary if talks quickly move off dating platforms. Never send money
or give financial info to people you haven't met in person. Use reverse image searches to check profile
pictures.

5. Charity Fraud Scams

Some scams try to get money from kind people. They say they need cash for pretend groups or events. This
often happens during times like disasters and holidays when people feel like helping out. These fraudsters
take advantage of people's emotions to steal money.

How To Avoid: Before giving money, look up charities online to make sure they are real. Use trusted sites
to check if they are legitimate groups. Be careful if someone you don't know asks for cash. Real charities
share clear info about themselves. Don't send cash; use checks or credit cards so you have records. If some-
one pressures you to give money right away, that's a red flag. Take your time to know about groups before
donating.

6. Repair Scams

Repair scams involve people or businesses offering to fix your home or computer without you asking first.
They say they noticed an issue that needs to get fixed immediately. But these crooks often do low-quality
work or repairs that aren't needed at all. And they overcharge for the bad service.

How To Avoid: Getting an estimate is important before hiring someone to fix something. Don't just hire the
first person who offers. That's risky. Ask around and get multiple estimates from different businesses. Check
that they have good reviews and references. Only pay after the work is done, using safe payment methods.
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Never pay before work starts. People going door-to-door must show ID and licenses. Legitimate businesses
won't pressure you to decide or pay immediately.

7. Social Media Scams

Social media scams spread fraudulent schemes through platforms like Facebook, Twitter, and Instagram.
They include fake advertisements, cloned profiles, and phishing links, leading to financial loss and identity
theft.

How To Avoid: Privacy settings help block strangers from seeing personal details, photos, posts, etc. Don't
accept friend requests from people you don't know, even if they seem real. Duplicates could be scammers.
Verify any offers or information before clicking links or entering info. Set strong, unique passwords for each
account and enable two-factor authentication. Report suspicious accounts and activities to the platforms.
Stay updated on new scam tactics being used.

8. Robocall Scams

Automated robocalls deliver fraudulent messages, often posing as official agencies to solicit personal
information or payments.

How To Avoid: End unsolicited robocalls asking for personal details or money. Avoid pressing buttons during
such calls and register with the Do Not Call Registry. Use call-blocking tools and verify claims through official
contacts.

9. Messaging Scams

Scammers send fraudulent SMS, emails, or app messages with phishing links or false promises to extract
personal information.

How To Avoid: Ignore links or attachments from unknown sources. Stay alert to urgent or too-good-to-be-
true messages. Confirm the sender’s identity through official means, use spam filters, and learn to recognize
scam signs.

10. Online Shopping Scams

Online shopping scams involve fake online stores or sellers that offer products at significantly lower prices.
These stores may deliver counterfeit goods, inferior products, or nothing at all.

How To Avoid: Use well-known websites with secure payments, read reviews, and be wary of wire transfers
or gift card payments. Confirm the site’s legitimacy and use credit cards for fraud protection. Document
purchases and be skeptical of deals that seem unreal.

Some another online Scame

e Phishing Scams: Scammers send fake emails, messages, or create websites that appear to be from
legitimate companies, asking for sensitive information such as login credentials, credit card numbers, or
personal data.

e Online Auction Scams: Scammers create fake online auctions, where they promise to sell products or
services that don't exist or are not as described.

e Romance Scams: Scammers create fake profiles on dating websites or social media, build relationships
with victims, and ask for money or gifts.

e Investment Scams: Scammers promise unusually high returns on investments, such as stocks, real estate,
or cryptocurrencies, but the investments are often fake or unsound.

e Lottery Scams: Scammers claim that the victim has won a lottery or contest, but to claim the prize, they
need to pay a fee or provide sensitive information.

e |dentity Theft Scams: Scammers steal personal data, such as social security numbers, credit card
numbers, or driver's licenses, to commit identity theft.

e Malware Scams: Scammers distribute malware, such as viruses, trojans, or ransomware, to gain
unauthorized access to devices or data.

8. Fake Job Scams: Scammers create fake job postings or offer employment opportunities that require upfront
payments or sensitive information.
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How to Protect Yourself:
1. Be cautious of suspicious emails and messages: Look for spelling and grammar mistakes, and verify the
sender's identity.

2. Use strong passwords and 2FA: Protect your accounts with strong, unique passwords and enable two-factor
authentication.

3. Verify websites and companies: Research the company and check for reviews, ratings, and contact
information.

4. Don't send money to strangers: Be wary of requests for money, especially from people you've never met.

5. Keep your software and devices up-to-date: Regularly update your operating system, browser, and antivirus
software.

What to Do If You're Scammed:
1. Report the scam: File a complaint with the relevant authorities, such as the Federal Trade Commission (FTC)
or your local police department.

2. Contact your bank and credit card companies: Inform them of the scam and request that they monitor your
accounts for suspicious activity.

3. Change your passwords: Update your passwords and enable two-factor authentication to prevent further
unauthorized access.

By being aware of these online scams and taking necessary precautions, you can protect yourself and your
sensitive information.

Cyber Fraud:

Internet scams involve illegal activities done through the web. They use the anonymity, convenience, and
global reach of the internet for criminal activities. Cyber fraud covers many illegal practices aiming to take
advantage of online opportunities dishonestly.

Cyber fraud refers to any type of fraudulent activity that occurs online or uses digital technologies to deceive and
exploit individuals or organizations. Here are some common types of cyber fraud:

Types of Cyber Fraud:

1. Identity Theft: Stealing personal data, such as social security numbers, credit card numbers, or login
credentials, to commit fraud or other crimes.

2. Phishing: Using fake emails, messages, or websites to trick individuals into revealing sensitive information or
installing malware.

3. Online Auction Fraud: Selling fake or non-existent products or services online, often through auction sites or
social media.

4. Credit Card Fraud: Using stolen credit card information to make unauthorized transactions or purchases.

5. Investment Scams: Promising unusually high returns on investments, such as stocks, real estate, or
cryptocurrencies, but the investments are often fake or unsound.

6. Romance Scams: Building relationships with individuals online to gain their trust and extract money or
sensitive information.

7. Business Email Compromise (BEC): Hacking into business email accounts to steal sensitive information or
initiate unauthorized transactions.

8. Ransomware: Encrypting data and demanding payment in exchange for the decryption key.

9. Online Job Scams: Posting fake job ads or offering employment opportunities that require upfront payments
or sensitive information.
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How to Protect Yourself:

1. Use strong passwords and 2FA: Protect your accounts with strong, unique passwords and enable two-factor
authentication.

2. Be cautious of suspicious emails and messages: Look for spelling and grammar mistakes, and verify the
sender's identity.

3. Verify websites and companies: Research the company and check for reviews, ratings, and contact
information.

4. Keep your software and devices up-to-date: Regularly update your operating system, browser, and antivirus
software.

5. Monitor your accounts and credit reports: Regularly check your accounts and credit reports for suspicious
activity.
What to Do If You're a Victim:

1. Report the incident: File a complaint with the relevant authorities, such as the Federal Trade Commission
(FTC) or your local police department.

2. Contact your bank and credit card companies: Inform them of the incident and request that they monitor
your accounts for suspicious activity.

3. Change your passwords: Update your passwords and enable the two-factor authentication to prevent further
unauthorized access.

4. Seek support: Reach out to friends, family, or a professional counselor for support and guidance.

By being aware of these types of cyber fraud and taking necessary precautions, you can protect yourself and
your sensitive information.

Protecting Yourself from Online Scams and Cyber Fraud

Here are some effective ways to protect yourself from online scams and cyber fraud:
Precautions:
1. Use strong passwords: Use unique and complex passwords for all online accounts.

2. Enable two-factor authentication: Add an extra layer of security to your accounts with two-factor
authentication.

3. Be cautious of suspicious emails and links: Avoid clicking on links or providing sensitive information in
response to unsolicited emails.

4. Verify websites: Research the website and check for reviews, ratings, and contact information before making
online transactions.

Security Software:

1. Antivirus software: Install and regularly update antivirus software to protect against malware and viruses.
2. Firewall: Enable the firewall on your device to block unauthorized access.

Protecting Personal Information:

1. Don't share personal info: Avoid sharing sensitive information online, especially on social media or with
unknown individuals.

2. Use secure connections: Ensure that the website uses HTTPS (SSL/TLS) encryption when entering sensitive
information.

Reporting and Response:
1. Report scams: If you suspect you've been scammed, report it to the relevant authorities immediately.

2. Notify your bank and credit card companies: Inform your bank and credit card companies of any suspicious
activity and request that they monitor your accounts.
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How to Prevent Fraud?

1.Guard Your Passwords M

Treat your passwords like prized keys. !
Avoid predictable options like birthdays or

pet names, opting for a complex mix of
letters, numbers, and symbols.

(eeeece }

2. Watch Out for Calls

Be wary of unsolicited calls, emails, and texts,
especially those offering "too-good-to-be-true’
deals. Phishing schemes are comman.

3. Secure Your System

Update your software regularly, from your
operating system to your apps. These updates
often patch security vulnerabilities, making your
digital walls harder to breach.

4. Monthly Bank Reconciliation
Procedures

Require reconciliation by an independent person
without bookkeeping or check signing
responsibilities or ensure supervisory review.

5. Be alert, not alarmed

Knowledge is power! Stay informed about common
fraud tactics and scams circulating online.
Awareness empowers you to identify suspicious
activity and avoid falling victim.

6. Trust but Verify

When shopping online, stick to reputable
websites with established reviews. Look for
security badges and encryption protocols that

indicate secure transactions.

S

7. Lock Down Your Finances

Monitor your bank accounts and credit reports
regularly. Spotting unauthorized activity early
can help minimize damage and prevent further
losses.

8. Spread the Word

Share your knowledge! Educating your friends,
family, and colleagues about fraud prevention
tactics creates a safer digital community for
everyone.
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Common Types of Online Scams:
1. Phishing Scams: Scammers send fake emails, messages, or create websites that appear to be from legitimate
companies, asking for sensitive information such as login credentials, credit card numbers, or personal data.

2. Online Auction Scams: Scammers create fake online auctions, where they promise to sell products or services
that don't exist or are not as described.

3. Romance Scams: Scammers create fake profiles on dating websites or social media, build relationships with
victims, and ask for money or gifts.

4. Investment Scams: Scammers promise unusually high returns on investments, such as stocks, real estate, or
cryptocurrencies, but the investments are often fake or unsound.

5. Lottery Scams: Scammers claim that the victim has won a lottery or contest, but to claim the prize, they need
to pay a fee or provide sensitive information.

6. Identity Theft Scams: Scammers steal personal data, such as social security numbers, credit card numbers, or
driver's licenses, to commit identity theft.

7. Malware Scams: Scammers distribute malware, such as viruses, trojans, or ransomware, to gain unauthorized
access to devices or data.

8. Fake Job Scams: Scammers create fake job postings or offer employment opportunities that require upfront
payments or sensitive information.

9. Cryptocurrency Scams: Scammers promise unusually high returns on cryptocurrency investments or offer fake
cryptocurrency giveaways.

10. Social Media Scams: Scammers use social media platforms to spread malware, steal personal data, or
conduct phishing attacks.

How to Protect Yourself:

1. Be cautious of suspicious emails and messages: Look for spelling and grammar mistakes, and verify the
sender's identity.

2. Use strong passwords and 2FA: Protect your accounts with strong, unique passwords and enable two-factor
authentication.

3. Verify websites and companies: Research the company and check for reviews, ratings, and contact
information.

4. Keep your software and devices up-to-date: Regularly update your operating system, browser, and antivirus
software.

Tricks Used by Fraudsters:

1. Phishing: Fraudsters send fake emails, messages, or create websites that appear to be from legitimate
companies, asking for sensitive information.

2. Social Engineering: Fraudsters use psychological manipulation to trick people into revealing sensitive
information or performing certain actions.

3. Pretexting: Fraudsters create a fake scenario or story to gain the trust of their victims and obtain sensitive
information.

4. Baiting: Fraudsters offer something of value, such as a free gift or service, to lure victims into providing
sensitive information.

5. Malware: Fraudsters use malware to gain unauthorized access to devices or data.

6. Identity Theft: Fraudsters steal personal data, such as social security numbers or credit card numbers, to
commit identity theft.

7. Fake Websites: Fraudsters create fake websites that appear to be legitimate, but are designed to steal
sensitive information.
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8. Urgency: Fraudsters create a sense of urgency, such as claiming that an account will be closed or a limited-
time offer will expire, to pressure victims into taking action.

How to Protect Yourself:

1. Be cautious of suspicious emails and messages: Look for spelling and grammar mistakes, and verify the
sender's identity.

2. Use strong passwords and 2FA: Protect your accounts with strong, unique passwords and enable two-factor
authentication.

3. Verify websites and companies: Research the company and check for reviews, ratings, and contact
information.

4. Keep your software and devices up-to-date: Regularly update your operating system, browser, and antivirus
software.

5. Monitor your accounts and credit reports: Regularly check your accounts and credit reports for suspicious
activity.

By being aware of these tricks and taking necessary precautions, you can protect yourself and your sensitive
information.

How to Identify and Avoid Online Scams:
Red Flags:

1. Urgent or threatening messages: Scammers often create a sense of urgency or threaten consequences if you
don't act immediately.

2. Suspicious emails or messages: Look for spelling and grammar mistakes, generic greetings, and unfamiliar
senders.

3. Too good to be true offers: If an offer seems too good to be true, it probably is.

4. Requests for sensitive information: Legitimate companies will never ask for sensitive information, such as
passwords or financial information, via email or text.

Prevention:
1. Verify sender information: Check the sender's email address or phone number to ensure it's legitimate.
2. Use strong passwords: Use unique and complex passwords for all online accounts.

3. Enable two-factor authentication: Add an extra layer of security to your accounts with two-factor
authentication.

4. Keep software up-to-date: Regularly update your operating system, browser, and antivirus software.
Avoid:

1. Suspicious links: Avoid clicking on links from unfamiliar senders or websites.

2. Unknown attachments: Don't open attachments from unfamiliar senders or websites.

3. Public Wi-Fi: Avoid using public Wi-Fi for sensitive transactions.

What to Do If You're Scammed:

1. Report the scam: File a complaint with the relevant authorities, such as the Federal Trade Commission (FTC).
2. Contact your bank: Inform your bank and credit card companies of any suspicious activity.

3. Change your passwords: Update your passwords and enable two-factor authentication.

How to Identify Online Scams:

1. Check the URL: Scammers often use fake websites with URLs that are similar to legitimate ones. Look for
"https" and a lock icon in the address bar.
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2. Be cautious of emails: Scammers often send fake emails that appear to be from legitimate companies. Look
for spelling and grammar mistakes, and verify the sender's email address.

3. Watch for red flags: Be wary of requests for sensitive information, such as passwords, financial information,
or personal data.

4. Check for reviews: Research the company and read reviews from other customers to see if they have a good
reputation.

5. Be skeptical of unsolicited offers: If you didn't ask for an offer, be cautious of responding to it.

6. Verify the company's contact information: Check if the company has a physical address and a working phone
number.

7. Be cautious of pop-ups: Be wary of pop-ups that ask you to download software or provide sensitive
information.

8. Use antivirus software: Install and regularly update antivirus software to protect your device from malware.
Common Online Scam Tactics:

1. Phishing: Scammers send fake emails or messages that appear to be from legitimate companies.
2. Malware: Scammers use malware to gain unauthorized access to devices or data.

3. Identity theft: Scammers steal personal data to commit identity theft.

4. Online auctions: Scammers create fake online auctions to steal money or goods.

What to Do If You're Scammed:

1. Report the scam: File a complaint with the relevant authorities.

2. Contact your bank: Inform your bank and credit card companies of any suspicious activity.

3. Change your passwords: Update your passwords and enable two-factor authentication.

How to Avoid Online Scams:

1. Be cautious of suspicious emails and messages: Don't click on links or provide sensitive information in
response to unsolicited emails or messages.

2. Verify the authenticity of websites: Check the URL and look for "https" and a lock icon in the address bar.
3. Use strong passwords: Use unique and complex passwords for all online accounts.

4. Enable two-factor authentication: Add an extra layer of security to your accounts with two-factor
authentication.

5. Keep software up-to-date: Regularly update your operating system, browser, and antivirus software.

6. Use antivirus software: Install and regularly update antivirus software to protect your device from malware.
7. Be wary of public Wi-Fi: Avoid using public Wi-Fi for sensitive transactions.

8. Monitor your accounts: Regularly check your accounts and credit reports for suspicious activity.
Additional Tips:

1. Use a VPN: Consider using a virtual private network (VPN) to encrypt your internet traffic.

2. Use a password manager: Consider using a password manager to generate and store unique passwords.

3. Back up your data: Regularly back up your important data to prevent losses in case of a scam or attack.
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How to Avoid an Online Scam

Visit reputable sites
2 and avoid clicking on
* ads and other weird
looking links.

Stick to the “ifit'stoo 2= 7

1. goodtobetrue,it  ° i 2

probably is” mantra.

Verify contact

information. 4., Checkfirst.

Guard your personal
5_ information with
your life.

6 Use anti-virus
* software.

7 Use a VPNs and When in doubt,
* avoid public WiFi. \o/ don’t click.

3{TTTS WhH:

SIS ThH Se3-Ie W BIH ardll URaTyS Mfafafeal 8, el WAy sufadal & eiaT S Jaa-=iid STHe R

e B, U Yol a1 3U- fS$argy a1 Widl d Ugd Ue - & [o7g HoleR dd g |

TATSH W H & TPR:

1. TR TR T m: Th R et SUE, WoRT AT JHTSE 1A & o Y Ul I 81 &1 fGaTal -d §, e

SR AT & |

2. AT e} IHH: WHH Ao AT A §91d |, S8l d STl a1 Jarsii B s &1 d1el B

& ST HiS[E el & 3T i ST T § 99T e o

3. AT WY WAy SfET Jeurgel o1 iwrd Hifsar )R Aot Mwsd §491d 8, Uifsdl & 91y J6¢ §9rd 8

3R U AT SUGR AT & |

4. TR0 W9 W I MR U A I Red BT eI HRd &, Afde FHawr 3RR Thai a1 ARR B &

3T YRE&T & fore:

1. ey SR 3R Y= I YrayT IR: a1 3R STHRU &1 TTaad] Bl 3 3R UV 1 Ug<i JaTad B |

%Tngaﬁﬁqmaéah?zmmmﬂﬁ:&mﬁ@ﬁaﬁm@,aﬁﬂuméﬁﬁ-mmﬂmm%mu
&d DR

3. JgT3Cl 3R HUMTY Pt T Sfie: BT &b IR T MY B 3R FHIEME, T 3R Yudh THeR) SH |

4. ST AN Y T T - SIS AN T [ aTet SR § Wraer 38 |

gfe 3y b 1 RIPR 81 9 3:

1. W7 B Ui o3 Tefda siftreieat, S f wwdidt ar vt gfer faym & e oo &3 |

Prepared by S C Soni Page 9 of 13



2. 307 §F 3R & HIS HUFTl T YuH HY: I WA & IR H YR B3 3R 30 WMl ! IR
BT HRIY DI

3. 30 UdS §¢at: 30 UMds 3USc B3 3R G- R TATUNIHU T B |

ISR YIS

rgeR IRAYS! AT g arell eraryst nfafafmr € ot fsfied aaie! &1 SuanT SR faaal ar

TG BT URAT Gt 8 SR IThT AT el & |

1. U89 &1 ART: TG STl ART BAT, S fob ATHTfor YR&T W&, HfSe Hrs AaR a1 AN shs A |

2. TR, el SU, YT 1 JTTRC BT YA IR USRI SABRI ART HAT|

3, TAATS Aar ¢RaTeSt: AR A H Ahdl SdIg 1 Jard a1

4. h&C HTS YRATUST: TRT GU B ST BTS THBRI BT SUINT HReh SHRIHd aad BTl

}ﬁwmﬁzmmm“ﬁ: 3O Wl ! Tolgd UGS 3R Gl-HR FHTONERT & 1Y GRI&rd
|

2. ey $AF SR W= q WraY™ Q- a1t 3R SATHR B! Tl B 3 3R UNH Bt UgaT T B |

3. TSl IR HUMHTI &1 T ST HU- b IR T e B 3R JHIEE, AT 3R Fudh SHHR! K|

e My eRaTUS &1 PR gl wrd &

1. ge1 o1 RUIE &3 Heifdia sif1ieal o g1 &t Ruic sl

2. 307§ 3R e HTS Hufal A Tud HY: I g1 & IR T Jfad B 3R 39 Jal Bl FARAT
BT AR B

3. 3T UMdS Jadl: 30 UIHdS USC B 3R al-hRP UATUNDHRUT & P |

TR WhH 3R IR YRS T §I7 & IUM

T WHH MR TR GRATS! T g1 & oY $& Agayuf Iur &
o HTIYTI:
1. ASIgd UGS 1 SUTNT Hx: 30 it ST Wrdt & fore Hoigd 3R sifgdi uraas &1 SuanT &1 |
2. QI-HR® YHTUNGRU] G HY: 30 WTdl J G1-HRD THIONHRUT T&d H< iy SHfaiad qRem fid Ja |
3. AT SAd SR foidh T af: ST Ueh! ¥ 311U 37 3R o R faea 7 &1
4. JTSCl &I AT SId: 3{TTATS a-e H3- U Ugd dad1ge & Iadl ofid |
o TRET ATHEATR BT ST Pv:
1. TEIARIRY It adR: 30 fEarsd § USarRy Aiteder RIfUd &< 3R aftd 0 3 srera &1 |
2. BRRAId: 30 fSargd H BrIRdld HaH &3 difd 3M[{Upd Ugd B AT S b |
o A AFADRI BT G&T:
1. G TSR AT 7 B ST AT a1 dadISel & 1Y HTGdiTd SITHBRT T 7 B |

Prepared by S C Soni Page 10 of 13



2. T WIS IR Arauril skd: JrTfores Hifed IR SAfddiTd SHBRI IS 6 T JaeH sk |
o Rremd sk Ruld:
1. T Bt RUIE 1 A MU W &1 RISGR B1d 7, Al qRa Halfdd Ha1iRal &1 Raid ai |
2. U dF 3R ST HIS HUHA! BT Jfekd BY: U 9P 3R hSc Hle HUMHA! Pl gl b IR H Jrod
B3 3R 3T Wl B R B BT SRIY DY
TS ¥ H:
TR WHH e R g aTel LTy Mfafaferl g, S8l Whry sufadd) &l 4Ral e Jde=iie SHHRY
e -, U Hol 73U FSargy a1 Wrd! dd Ugd UaH $HR- o (o8 AoleR PR & |
TS ¥ H & UPR:
1. TORTRIT T m: Th R et SHE, HoRT A1 JqHTSC §-1d & off Y Ul I 81 &1 fGwTal vd 8, Hda=id
SR AN & |
2. JATAETS AT WHH: WHHY AH ! ST AT §1d &, STal 4 Sdre] a1 Jarsil &1 9 &1 aral Hd
& ST TS -Te! © a1 oiT S 7T § o el g |
3. A WHH: WA S Jeargel a1 Qiwrd Hifsar iR Twedt Mversd 991 8, difsdl & 91y Iy §41d §
3R Y AT IUER AT § |
4. 931 W51 THAY SRR U ¥ 3od e &1 el ad 8, Afde (a1 SR Aot a1 SRR B &
1. e SAE SR W= & YrayT I8: da-1 3R TR0 ! Tafd] Bl ¢ 3R UNH B Igar JATud B |
wﬁmﬁ?zFAWWﬁ:&mﬁumﬁﬁw%&r@?ﬂnqma-s‘eh?aﬁ-WWUﬂW%wu
&d |
3. JeqTgel 3R HUMT B JIdl i HU= b TR H MY B 3R JHETT, AT 3R Judh THGRI 4 |
4. ST AN b1 U = Tl ST AT 4 U JH ATt SR & Wrae 38 |
e 3Ty W7 o1 RER g o §:
1. THY &1 FROIE B Fefdra ifm1ial, S fos TR ar it gferyy faumt & R g &1 |

2. 3 §F 3R hfge HIS HUMHT! Y YUb BY: I WhH & TR H Jfad B 3R 30 WMl Bt AR H
BT RIY B

3. 3T UMIIS 9Gal: 30 UMHdS UST B 3R Gl-BHRP UHTUNDHRUT & B |
SATIATS TeTdl & UPR:

1. PRI OieTd: WA Tod sUd, Y A1 dgdISe §1d 8 Sl 94 HUufal § g o1 fearar Hd &, Yag-=id
SR AN § |

2. 3TTATST HIeTH! GieTe: THHE Tha ST AT §91d 8, 5781 9 IdTa! a1 Jarsii ol 9T+ o1 el Hd
& O T T8 & a1 SiT S/ 71T § a9 gl ¢ |

3. JAY Tl WHHY SfET daargel a1 Tere Hifsr IR Al NeTsd §91d 8, NSl & Iry Jaey 941d §
3R U I1 IUBR HFTd B

4. TR OeTdl: A ST =0 O I e o1 a1e1 #d g, Afde e 3R et a1 3fRR B1d

Prepared by S C Soni Page 11 of 13



1. Ty SR 3R Te=0 I YrayT I: aa-1 TR TP 1 Tl B 3 3R UV P UgaT JATid b |

%WW@RZFAWWﬁ: 30 Wl &1 ASigd UNas 3R al-bRab YA & A1 GRigd
|

3. ATTTEC! 3R HUMTT Bt JAdT S HU- b IR H TN B 3R JHIEME, AT 3R Tudh JTHHRI T |

NGO §RT IUANT B S aTdl dipla:

1. PRI RIS Ahell AT, Y= TT JSHIZE §1d & S aY HUA! F B T feamar Hd g |

2. TIRE ZOMART: SRASTST HAIGIED 8= T SYTNT B AT bl AN SIHBRI e &3 AT HS
HTf Bl B P oL AR X B

3. TefaeT. draers 3y RSl o1 fayra Sia 3R Gdga=id SHeR) UTd & & T T Tt uRexg
I HEH S B |

3T & & fere:

1. Tfmy S0 3R TN A TG I: A=t 3R THRUT ! TSl 1 3 3R UNF 1 Uga Jearid o |

%quﬂaéaﬁ?zmammﬁ: 3O Tl Bl Holgd UGS 3R Gl-BHRa YA & |1y JRigd
|

3. JeYTEC] 3R HUM! &1 Il Sl B &b TR H MY B 3R JHEY, AT 3R TS BRI < |

ATTATZT ThH P Uz 3R §1d

ECICRIRC R

%wmwﬁﬁm;mww@ﬁm%mwﬁ%%mmwmﬁ

|

2. TfTe ST T WSRT: T 3R THR D1 TAfardl, g Sifare 3R sraRfad Il & o g &1

3. S8 3 T aTd TR 3R Pl HTHR Igd 35T TIdl §, < ]IS 98 ¥ 1ol g

CEICE

%ﬁwﬁmwﬁﬁaﬁ:ﬁwﬁéﬂaqﬁm B R B SIid B dlfcs T8 GATd 81 9 [ ag ay
I

2. AN UTdS &1 SUIANT B T 3fi-ars Wrdl & forg sifgeita ok Jfed urias &1 SuahT & |

3. GI-HRD YHIUNHUT H&H HX: 30 Tl H G-HRb YHTUNHIUT &b 1Y IR IRafm g |
T1 & fore:

1. GfeTy foiep: uRkfd Uue! a1 dadrgel ¥ foids WR fads oxd I o< |

2. 3T 3fegHie: YR UuH! a1 e § 3caie Wia I |

3, Graold ds-WhTs: JdgRid A & ot Irduife as-Ts ol IUANT B 3 § |

gfe 3y ¥ &1 RER g o &

1. T &1 FRO1E B Fefdra iRl &1 W o1 Ui o3|

2. 30 S F YUS B3 AU db 3R thfge H1S bufal oI fordt +ft Ty nfafafy & aR & gl &3
3. 30 URIAS Saal: 30 UIds 3USC B 3R al-HRP JHUHR0 Fel o |

Prepared by S C Soni Page 12 of 13




ATATS b ¥ DI U B Be:

1. URL B! ST < IHHY SRR Al daTSe §1d & oD JRUA 94 dadTsel & 9HH 8ld ol
2. SHT Y WG I5: THHY SR Th ! sHA Hold & ol a4 HU-al I 81 oI feamdr a3d g

3. A1C ST D1 TARN DY HagRMd BRI G dTd RN § Hae™ 5 |

4. GHIETT i SO 5 IR T MY B3 3R 37 AEh| &1 THIEM U |

5. 3T SATHR T TTTUT g TR T B3 3B Ta] A §, O ST AU g |
TTETST ¥ & T a1

1. TORTRIT: Tl Taclt SHA A1 U Hold & S 9y Huf-al 3 g &I feaar axd g |

2. TR ITHR AAGIR BT FUIANT R (ST A1 Sl ddh SHIIPHd Ugd U Rl g |

gfe 3y 30 &1 RIeR 81 91d &

1. %7 B RUId o3 Yafia siftreiial o by o) Rard o3|

2. 30 S T WUS B3 U db 3R thfge H1S Hufal oI fordt +ft dfigry nfafafy & aR & gl &3
3. 30 URIAS Sedl: 31U Urds 3UST B 3R al-HReb JHTUHR0 Jei o3 |
ATEATS ¥ I a1 & dIP:

1. IfeTe A 3R Y= F TaUT IB: AR U A1 Y= & i W faas 7 &% 3R 9 g Jagasfia

BRI U B |

2. JTTZC! ! TR AT T B RUS b o1 d B3 AR TGH IR H "hitps” R Al HSH o9 |

3. ASTSd UTdS &1 SUTNT &Y FHt 3fi-are Wral & forg sifgeita ik Sifed urias &1 SughT & |

4. Q-HRb YHTUNDRU G&H HI: 30 Wl § Gl-HReb THTONDHRUN o iy SHfdRed JREM SIS |

?ﬁv‘mﬁmﬁ&ww 3T TRFET R, TSR 3R TEHIRY TiteawR & Fafd &9 T srraH
|

6. UCIaRRY TIUe TR 1 IUTNT HY: U fSas Bl ATITR J 99 & folu THarRy It R RITUd B

3R Fafta TU 9 s &1 |

7. A d15-WHT8 § AU Ig: deI=id a-ed & ol ravi—e drs-Ts BT ST B3 J 91 |

%@ﬁ%ﬁﬁzmmﬁmﬁmﬁﬁmmaﬁﬁwmmmﬁﬁ
|

Prepared by S C Soni Page 13 of 13



Unit 4: Cyber Laws and Ethics
Cyber Laws (IT Law) in India

Cyber Law also called IT Law is the law regarding Information-technology including computers and the
internet. It is related to legal informatics and supervises the digital circulation of information, software,
information security, and e-commerce.

IT law does not consist of a separate area of law rather it encloses aspects of contract, intellectual
property, privacy, and data protection laws. Intellectual property is a key element of IT law. The area of
software license is controversial and still evolving in Europe and elsewhere.

According to the Ministry of Electronics and Information Technology, Government of India :
Cyber Laws yields legal recognition to electronic documents and a structure to support e-filing and e-
commerce transactions and also provides a legal structure to reduce, check cyber crimes.

Importance of Cyber Law:

1. It covers all transactions over the internet.

2. It keeps eye on all activities over the internet.

3. It touches every action and every reaction in cyberspace.

Area of Cyber Law:

Cyber laws contain different types of purposes. Some laws create rules for how individuals and companies

may use computers and the internet while some laws protect people from becoming the victims of crime

through unscrupulous activities on the internet. The major areas of cyber law include:

1. Fraud:
Consumers depend on cyber laws to protect them from online fraud. Laws are made to prevent identity
theft, credit card theft, and other financial crimes that happen online. A person who commits identity
theft may face confederate or state criminal charges. They might also encounter a civil action brought
by a victim. Cyber lawyers work to both defend and prosecute against allegations of fraud using the
internet.

2. Copyright:
The internet has made copyright violations easier. In the early days of online communication, copyright
violations were too easy. Both companies and individuals need lawyers to bring an action to impose
copyright protections. Copyright violation is an area of cyber law that protects the rights of individuals
and companies to profit from their creative works.

3. Defamation:
Several personnel uses the internet to speak their mind. When people use the internet to say things that
are not true, it can cross the line into defamation. Defamation laws are civil laws that save individuals
from fake public statements that can harm a business or someone’s reputation. When people use the
internet to make statements that violate civil laws, that is called Defamation law.

4. Harassment and Stalking:
Sometimes online statements can violate criminal laws that forbid harassment and stalking. When a
person makes threatening statements again and again about someone else online, there is a violation
of both civil and criminal laws. Cyber lawyers both prosecute and defend people when stalking occurs
using the internet and other forms of electronic communication.

5. Freedom of Speech:
Freedom of speech is an important area of cyber law. Even though cyber laws forbid certain behaviors
online, freedom of speech laws also allows people to speak their minds. Cyber lawyers must advise
their clients on the limits of free speech including laws that prohibit obscenity. Cyber lawyers may also
defend their clients when there is a debate about whether their actions consist of permissible free
speech.
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6. Trade Secrets:

Companies doing business online often depend on cyber laws to protect their trade secrets. For
example, Google and other online search engines spend lots of time developing the algorithms that
produce search results. They also spend a great deal of time developing other features like maps,
intelligent assistance, and flight search services to name a few. Cyber laws help these companies to
take legal action as necessary to protect their trade secrets.

7. Contracts and Employment Law:

Every time you click a button that says you agree to the terms and conditions of using a website, you
have used cyber law. There are terms and conditions for every website that are somehow related to
privacy concerns.

Advantages of Cyber Law:

e Organizations are now able to carry out e-commerce using the legal infrastructure provided by the Act.

o Digital signatures have been given legal validity and sanction in the Act.

e It has opened the doors for the entry of corporate companies for issuing Digital Signatures Certificates
in the business of being Certifying Authorities.

e |t allows Government to issue notifications on the web thus heralding e-governance.

e It gives authority to the companies or organizations to file any form, application, or any other document
with any office, authority, body, or agency owned or controlled by the suitable Government in e-form
using such e-form as may be prescribed by the suitable Government.

e The IT Act also addresses the important issues of security, which are so critical to the success of
electronic transactions.

Cyber Law provides both hardware and software security.

OverV|ew of Indian Cyber Laws (IT Act 2000)

Cyber laws in India are primarily governed by the Information Technology Act, 2000, which provides a legal
framework for digital transactions and electronic communication. These laws address a range of issues,
including cybercrimes like hacking and fraud, data protection, and e-commerce, ensuring a safe and legally
compliant online environment. The act grants legal recognition to digital signatures and electronic records while
also defining punishments for various offenses.

Key aspects of India's cyber laws:

Information Technology Act, 2000:

The core legislation that provides legal recognition to electronic commerce, facilitates electronic filing with
government agencies, and addresses cybercrimes.

Legal recognition of digital data:

The act gives legal validity to electronic documents and digital signatures, which is crucial for online transactions
and e-commerce.

Cybercrime prevention:

It defines and provides for the punishment of various cybercrimes such as:

Hacking and unauthorized access

Identity theft

Data theft and fraud

Publishing obscene content

Cyber terrorism

Other applicable laws:

Traditional laws like the Indian Penal Code, 1860, and the Indian Evidence Act, 1872, are also applied to
cybercrimes.

Penalties:

The act specifies penalties, which can include imprisonment and fines, for different cybercrimes.
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Data protection:

While the IT Act covers aspects of data protection, the Personal Data Protection Bill, 2019 is a separate but
related bill that is expected to have a significant impact on privacy regulations.

Intermediary guidelines:

Rules like the Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021 govern the conduct of intermediaries in the digital space.
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Offences like cyberbullying, identity theft, data breaches

Cybercrime offences include a wide range of unlawful acts like financial fraud, hacking, online harassment, and
the distribution of illegal content, which are addressed by laws such as the Information Technology Act and
the Indian Penal Code. Common offenses include phishing, identity theft, cheating, defamation, cyber terrorism,
and the creation or dissemination of sexually explicit material, with penalties varying based on the specific
crime.
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Cyberbullying

Cyberbullying is harassment, threats, or embarrassment using electronic devices like phones, computers, and
gaming systems. It can occur on social media, through text messages, apps, or other online platforms, and
includes spreading rumours, posting embarrassing information, or creating fake profiles to harm
someone. Cyberbullying can have severe mental and emotional effects, and victims should not respond but
should instead save evidence and report the behaviour to a trusted adult.

What is cyberbullying?

Definition:

Cyberbullying is when someone uses technology to harass, threaten, or make another person feel bad.
Platforms:

It can happen on social media, in games, through text messages, emails, or any online service.
Examples:

Sending mean or hurtful messages.

Sharing embarrassing photos or videos.

Spreading false rumours or gossip online.

Creating fake profiles to impersonate someone.
Intentionally leaving someone out of online groups.

v W e

What are the effects of cyberbullying?
Emotional: Victims may feel anxious, depressed, ashamed, or fearful.
Mental: It can lead to social isolation, a loss of self-esteem, and difficulty concentrating in school.

Physical: In some cases, victims may experience physical symptoms like headaches or stomach-aches, and may
have changes in eating or sleeping habits.

Extreme cases: In severe situations, cyberbullying can lead to self-harm or suicide.
How can you deal with cyberbullying?

Don't respond: Never reply to the person. They are often looking for a reaction, and replying can make the
situation worse.

Save evidence: Take screenshots of messages, posts, or other hurtful content.

Block the person: Use the tools on the platform to block the bully.

Report the behaviour: Report the content and the person to the website, app, or game's administrators.
Tell a trusted adult: Talk to a parent, teacher, counsellor, or another trusted adult about what is happening.

Do not give up your technology: If your parents are considering taking away your device, let them know you
are worried that this will prevent you from talking to them in the future.

Identity Theft

Stealing personal information like credit card numbers or Aadhaar details to commit fraud. This can be done
through phishing emails or by accessing stolen data from a data breach.

Identity theft is a crime that involves using another person's private identifying information—like their Social
Security number, credit card information, or passwords—without their permission to commit fraud. This can
result in significant financial losses, damage to credit, and other serious consequences for the victim.

How identity theft occurs
Thieves use a variety of digital and physical methods to steal information.
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Data breaches: Gaining unauthorized access to a company's database that stores sensitive customer
information.

Phishing scams: Sending deceptive emails or text messages that trick recipients into revealing personal data.
Malware: Installing malicious software on a victim's device that can secretly record keystrokes or steal files.
Card skimming: Using a hidden device on a payment terminal or ATM to steal credit or debit card information.

Mail theft and dumpster diving: Stealing bills, bank statements, or other personal documents from mailboxes
or trash.

Unsecured Wi-Fi: Eavesdropping on a public, unsecure Wi-Fi connection to intercept data.
Lost or stolen wallets and phones: Physically stealing devices or documents that contain sensitive information.
Common types of identity theft

Financial identity theft: Using another person's financial information to open accounts, make purchases, or take
out loans.

Tax identity theft: Stealing a Social Security number to file a fraudulent tax return and claim the refund.

Medical identity theft: Using stolen personal information to receive medical care, fill prescriptions, or submit
fake claims to an insurer.

Criminal identity theft: Posing as another individual when arrested to avoid prosecution.

Child identity theft: Using a minor's Social Security number to open fraudulent accounts, which can go
undetected for years.

Synthetic identity theft: Combining real and fake information to create a new, fraudulent identity.
How to protect yourself

Use strong passwords and multi-factor authentication: Use unique, complex passwords for all accounts and
enable two-factor or multi-factor authentication whenever possible.

Be cautious online: Stick to secure websites (those with an "https" web address and a padlock icon) and limit
the personal information you share on social media.

Protect personal documents: Shred documents that contain personal or financial information before throwing
them away.

Monitor financial and credit accounts: Regularly check your bank and credit card statements for any suspicious
activity. You can also get free copies of your credit report from each of the three major credit bureaus (Experian,
Equifax, and TransUnion).

Freeze your credit: Placing a freeze on your credit reports restricts access to them, making it difficult for a thief
to open new accounts in your name. This is free and highly effective.

Protect your devices: Keep all software and antivirus programs up to date, and secure your mobile devices with
strong passwords or biometrics.

What to do if your identity is stolen
If you suspect you are a victim of identity theft, act quickly to minimize the damage.

Contact your financial institutions: Alert your bank and credit card companies about any fraudulent charges
and close compromised accounts.

File an official report: In the U.S., report the theft to the Federal Trade Commission (FTC) at IdentityTheft.gov.

Place fraud alerts: Contact one of the three major credit bureaus (Equifax, Experian, or TransUnion) to place a
fraud alert on your credit report. This requires lenders to verify your identity before opening a new account.

File a police report: Contact your local police department to file a report. This can be important for disputing
charges with creditors.

Secure accounts: Change all of your account passwords and enable two-factor authentication.
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Data Breaches

The unauthorized access and theft of sensitive or private information from a company or organization. This can
lead to identity theft, financial fraud, and other problems for individuals whose data was compromised.

A data breach is a security incident where confidential or sensitive information is accessed, exposed, or stolen
by an unauthorized individual or party. Breaches can result from malicious cyberattacks or from human error,
such as an employee accidentally exposing data.

Common causes of data breaches

Cyberattacks: Malicious external actors often use various tactics to infiltrate networks and systems. Common
examples include:

Phishing and social engineering: Manipulating individuals into revealing credentials or other sensitive
information, often through fake emails or websites.

Malware and ransomware: Deploying malicious software to disrupt operations, steal data, or hold it hostage
for a ransom payment.

Credential theft: Compromising login details through brute-force attacks or by using credentials stolen from
other breaches.

Human error and internal threats: Not all breaches are malicious. Unintentional errors, like emailing sensitive
information to the wrong person, or a malicious insider who purposely leaks data, are common causes.

System vulnerabilities: Attackers exploit weaknesses in software, hardware, or network security to gain access.
Failing to install security patches promptly is a major risk.

Third-party vendors: Many organizations rely on third-party vendors for services. If a vendor has weak security,
it can be a gateway for attackers to access the main company's network, as seen in the 2013 Target breach.

Consequences of a data breach

Financial losses: Organizations face high costs, including regulatory fines, legal fees from class-action lawsuits,
and compensation for customers. For example, the 2017 Equifax breach cost the company billions in fines and
legal settlements.

Reputational damage: A breach can erode customer trust and cause significant damage to a company's public
image.

Personal impact: Individuals whose data is exposed are at an elevated risk of identity theft, financial fraud, and
other crimes for years after the incident.

Operational disruption: Breaches can force companies to take systems offline for investigation and recovery,
leading to lost business and reduced productivity.

Notable recent and large-scale breaches

Chinese Surveillance Database (June 2025): The largest-ever data leak, exposing 4 billion records containing
personal and financial information of hundreds of millions of Chinese citizens.

AT&T (March 2024): A data set from 2019 was released on the dark web, affecting over 70 million current and
former customers.

23andMe (Fall 2023): Hackers accessed the data of 6.9 million users, including highly personal genetic and
ancestry information. The breach occurred via "credential stuffing," a tactic that reuses credentials from other
data leaks.

How to protect yourself and your data
For individuals, proactive measures are key to minimizing your risk of harm from data breaches:

Use strong, unique passwords and a password manager. Avoid reusing passwords across multiple sites. A
password manager can help you manage complex, unique passwords.
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Enable multi-factor authentication (MFA). This adds a crucial layer of security, making it difficult for attackers
to access your accounts even if they have your password.

Be wary of phishing scams. Be cautious of unexpected emails or texts that ask for personal information. Never
click on suspicious links.

Stay up-to-date. Keep all your software and operating systems updated with the latest security patches.

Encrypt your devices. Use encryption on your laptop and smartphone to protect data if the device is lost or
stolen.

Monitor your credit. After a major breach, it is wise to place a fraud alert or credit freeze with the major credit
bureaus.

Check if your data has been compromised. Use services like Have | Been Pwned to see if your email address has
appeared in public data breaches.

What is cyberbullying?
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ST I Udh GR&T T § Fos Mo a1 Hag1=iTa TG RI &1 [t 3fiigrd safad a1 99g gRI TR,
IR A7 AR} a1 STl § | Seea gHIa-TYUl TTSeR gHa! a1 A I & HRUT gl Tdhd g, oY o f!
HHART GRT I F ST IR R T

ST ITHY & HTH HRUT

. TSR §HA: gHIGATYUl ST AN Heddh 3R Ried H gaUs o+ & ot fafid aie! &1 S $d ] |

ERCRIERES

PRI 3Nk e SehifAafiT: sfeadl &) Toc sHd a1 d9TTgel & AIEH § B RITd a1 3 Jde-=id
STHBR! Udhe B & fore URd BT |

ATIUR 3R ITHAWR: TATA B! FId B, ST IRT DR, A7 it & Y SeT & desh 91 & o
Ul AiedaR oFTd ST

PSR TRY: 5B A T 3 I O TR §U sha R BT SUTNT HRab QMM [GaR0T I Tl
BT

. AT I SR sriale @av: Gt Iece gufaargul A8t 8id €1 SreH o g8 Tafaal, o fosddt Taa

o

Hfdd Bl YA TGRS0 BT, AT Th GHIGHTU! Sfae! Afad Sl STFEax Sel did Rl g,
= HRUT G|

. Fireu 3 Fu=iiar FHaaR TR 81N &3 & AU AIeddR, §TSaaR a1 Hedd YRET H HHSIRA! BT

WGl 3014 & | RET Ud Bl qRd [ B3 A [Ahadl U 98T Siad ¢ |

. Jra-ue fashdr: o3 e Jarsii & e gfia-ger faharst R ik g4 81 afe faht fashar &t QRen

HHSIR g, 1 I8 SHATIR! & oY T HUHT & Head db Ugd- &I Uh YA gR &1 Ihd |
ST Ieu & uRomH

. fofta Joar: S el @ YR arTd &1 9T BT Uedl ¢, o A quiHn, avf-erars geedl 9

BT Yo, 3R AT & forg FaHTaol M ]

. TS B THAM: T I@d Ued & A4 DI HH HR Jodl § AR S BT Jdoi-d Sfd T Agayuf

IHIH Uga gHhdl g |

. fFITd UHTa: [ safdaal o1 3¢ SR Bidl 8, 3= "el & §Ic aul adb ugd &t i, faxiia erarys

3R 3T URTY BT WRT BIdAT B |

. URETE # SHaUT: IcYA b HRUT HUFT! B 5 3R Repail & forg Rieed &) i a1 Us Iebd]

g, TR e &1 I SR IdTedhdl # Sl 81 Tl g
T P 3R T8 THM & Ia-1g Seaia

. A AR Sere¥ (FH 2025): To¥ §ST ST Wi, FoH FHRIs! - AMRSD! &1 Afaaid SR faxia

SH®R! Afed 4 3Rd Rple IoR gU|

. TR TS & @ 2024): 2019 F TP ST T B S1b a9 W SRI fobar T, S 70 fAferaw & sifdies adae

3R gd W8 YHIfad gul

o 23U (T 2023): HR A "o RAA LB BT IUANT IR 6.9 FAfera IugwHatsit & a1 de ugd

T 1, o srafties aafaaira saflies SR dw Jetht SHeRY 2t ot
T 3R U ST BT YR HY B

Prepared by S C Soni Page 9 of 21



faal & fog, SeT Icaeql A 8 aTal THUM & SN B! HH B & fod Tfehd I Hedqu! §:

m,;é@?ﬂumaﬁ?wmﬁﬁmaﬂmﬂﬁlmmaw OGS &1 gH: STANT
|

Ao l-Thaex STATCH R (THUWT) TerH 3 | I8 JR&T &1 Th HedqU IRd Ssdl g |

P RIAT TieTal A AIaU™ I8 | AfGHT TSR A dTd YR SHA IT eRe T JrayT g | it +ff
Tfgry foies W faas T B3|
3Y-g-3¢ T | 30~ Joff WiteadR SiR HToRfET Ried ®I Ta-Tad JR&M U9 & Wiy 308c 9 |

3T IUBRUN Bl TP B | ST & @1 o 1 IRT B o TR ST 1 JR&T & oY 8= dueiy 3R
WCHIA R U ST ST HI |

A Hfse Bt FRT B¢ | fdh 98 Iwad & 918, TIW shiec IR & 1Y URATUST 3faC T ohiSc Wiol
T GfGH ]

Wi o T SMTUDT ST WA | 21 I8 ST & 11U fob o1 31UehT SHA Ul Frdei-eh Sl Seaiy 4 fears
faar g, &9 o 91 uis o Aareli 1 ST i |

Ethical online behaviour

Ethical online behavior involves acting with respect, honesty, and integrity in the digital world by protecting
others' privacy, respecting intellectual property, and not engaging in harmful activities like cyberbullying or
theft. It includes being a responsible digital citizen by safeguarding your own information, communicating
considerately, thinking before you post, and reporting illegal activities when you see them.

Importance of ethical online behaviour

Ethical online behaviour is crucial for building trust, protecting your reputation, and fostering a respectful digital
environment. It prevents harm from things like cyberbullying and misinformation, ensures fair treatment, and
promotes responsible use of technology and data. Ultimately, it creates a safer and more positive online
community for everyone.

Key reasons why ethical online behavior is important:

Builds trust and credibility:

Acting ethically builds trust with other users and organizations, which is fundamental for positive online
interactions.

Protects reputation:

Maintaining good online conduct helps preserve your personal and professional reputation, while unethical
actions can cause lasting damage.

Fosters a positive environment:

Ethical behavior encourages respect and fairness, which is essential for creating a welcoming and inclusive
online space for everyone.

Prevents harm:

It helps to prevent the spread of misinformation and protect individuals from harm, such as cyberbullying or
data breaches.

Encourages responsibility:

Being ethical means taking responsibility for your actions online, including the use of data, respecting
intellectual property, and considering the impact of your digital footprint.

Ensures privacy and security:

Ethical practices include respecting others' privacy, protecting your own personal information, and being
mindful of data security.

Promotes fairness and equity:
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Ethical considerations ensure that technology and its use are fair and benefit everyone, rather than exacerbating
existing inequalities.

¢ Leads to legal and social consequences:

Unethical actions online can have serious consequences, including legal penalties and social isolation.
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Importance of privacy

Privacy is important because it protects individuals from surveillance, harm like identity theft and fraud, and
allows for freedom of expression and personal development. It is a fundamental right that is crucial for human
dignity, safety, and self-determination, enabling other rights like freedom of thought, assembly, and
association. For organizations, it is essential for building customer trust and maintaining a good reputation.
For individuals

Protection from harm:

Privacy shields you from risks like identity theft, fraud, financial loss, reputational damage, and emotional
distress that can arise from the misuse of personal data.

Freedom of expression and thought:

It provides a space for developing your own personality and beliefs without fear of government or private entity
surveillance. This is essential for freedom of speech, religion, and association.

Personal autonomy:

Privacy allows you to make personal choices without undue influence or scrutiny. This includes personal beliefs
like political views, which can be shared confidentially.

Human dignity:

It is a key component of human dignity, allowing individuals to maintain control over their personal lives and
information.

For organizations

Building trust:

Demonstrating a commitment to data privacy helps build and maintain trust with customers who are
increasingly cautious about sharing their information.

Reputation management:

Protecting customer data and respecting their privacy helps organizations build a positive reputation and avoid
the negative consequences of data breaches.

Ethical responsibility:

Organizations have an ethical and legal responsibility to handle personal information securely and transparently,
which builds a more trustworthy relationship with users.

Broader societal impacts

Democratic foundation:

Privacy is a cornerstone of a democratic society, enabling citizens to participate freely in public life and hold
their governments accountable.

Public trust:

Failing to respect privacy can lead to a breakdown of public trust in both government and organizations, which
can have a negative impact on their effectiveness and the achievement of their goals.

Importance of privacy
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Digital footprints

A digital footprint is the trail of data left behind from a person's online activities, including browsing history,
social media posts, and online purchases. This footprint can be "active," meaning data you intentionally share
(like posting on social media), or "passive," which is data collected without your active input, such as cookies or
your IP address. The accumulation of these actions creates a unique online identity that can be difficult to alter
and is important to manage for privacy and security.
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Digital footprint — meaning and definition

A digital footprint — sometimes called a digital shadow or an electronic footprint — refers to the trail of data you
leave when using the internet. It includes websites you visit, emails you send, and information you submit
online. A digital footprint can be used to track a person’s online activities and devices. Internet users create their
digital footprint either actively or passively.

What is a digital footprint?

Whenever you use the internet, you leave behind a trail of information known as your digital footprint. A digital
footprint grows in many ways — for example, posting on social media, subscribing to a newsletter, leaving an
online review, or shopping online.

Sometimes, it’s not always obvious that you are contributing to your digital footprint. For example, websites
can track your activity by installing cookies on your device, and apps can collate your data without you knowing
it. Once you allow an organization to access your information, they could sell or share your data with third
parties. Worse still, your personal information could be compromised as part of a data breach.

You often hear the terms ‘active’ and ‘passive’ in relation to digital footprints:
Active digital footprints

An active digital footprint is where the user has deliberately shared information about themselves — for example,
through posting or participating on social networking sites or online forums. If a user is logged into a website
through a registered username or profile, any posts they make form part of their active digital footprint. Other
activities that contribute to active digital footprints include completing an online form — such as subscribing to
a newsletter — or agreeing to accept cookies on your browser.

Passive digital footprints

A passive digital footprint is created when information is collected about the user without them being aware
that this is happening. For example, this occurs when websites collect information about how many times users
visit, where they come from, and their IP address. This is a hidden process, which users may not realize is taking
place. Other examples of passive footprints include social networking sites and advertisers using your likes,
shares, and comments to profile you and target you with specific content.

Digital footprint examples

An internet user could have hundreds of items form part of their digital footprint. Some of the ways in which
users add to their digital footprint include:

Online shopping
e Making purchases from e-commerce websites
e Signing up for coupons or creating an account
¢ Downloading and using shopping apps
e Registering for brand newsletters

Online banking

e Using a mobile banking app

e Buying or selling stocks

e Subscribing to financial publications and blogs
e Opening a credit card account

Social media

e Using social media on your computer or devices

e Logging into other websites using your social media credentials
e Connecting with friends and contacts

e Sharing information, data, and photos with your connections

e Joining a dating site or app
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Reading the news

e Subscribing to an online news source

e Viewing articles on a news app

e Signing up for a publication’s newsletter

e Reposting articles and information you read

Health and fitness
e Using fitness trackers
e Using apps to receive healthcare
e Registering your email address with a gym
e Subscribing to health and fitness blogs

Protect your digital footprint

Because employers, colleges, and others can look up your online identity, it’s a good idea to be mindful of your
digital footprint. Here are some tips for protecting your personal data and managing your online reputation.

Use search engines to check your digital footprint

Enter your name into search engines. Include your first and last name and any variations on spellings. If you
have changed your name, search for both current and former names. Reviewing the search engine results will
give you a sense of what information about you is publicly available. If any of the results show you in a
negative light, you could contact the site administrator to see if they can remove it. Setting up Google Alerts is
one way to keep an eye on your name.

Reduce the number of information sources that mention you

For example, real estate websites and whitepages.com may have more information about you than you may
wish. These sites can often include personal information like your phone number, address, and age. If you are
not comfortable with this, you can contact the websites and request that the information is removed.

Limit the amount of data you share

Every time you provide your personal information to an organization, you widen your digital footprint. You
also increase the possibility that one of the organizations storing your data will misuse it or suffer a breach,
putting your data in the wrong hands. So, before you submit that form, consider if it's worth it. Are there
other ways to obtain that information or service without sharing your data?

Double-check your privacy settings

Privacy settings on social media allow you to control who sees your posts. Review these settings and ensure
they are set to a level you are comfortable with. For example, Facebook allows you to limit posts to friends

and make customized lists of people who can see certain posts. However, bear in mind that privacy settings
only protect you on the relevant social media site.

Avoid oversharing on social media

Social media makes it easy to connect with others but can also make oversharing easy. Think twice before
revealing your location or travel plans, or other personal information. Avoid disclosing your phone number or
email address in your social media bio. It's also a good idea to avoid 'liking' your own bank, healthcare
provider, pharmacy, etc. — as this can lead cybercriminals to your critical accounts.

Avoid unsafe websites

Make sure you’re transacting with a secure website —the URL should start with https:// rather than http:// -
the “s” stands for “secure” and indicates that the site has a security certificate. There should also be a padlock
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icon to the left of the address bar. Never share any confidential information on unsecured sites, especially
payment details.

Avoid disclosing private data on public Wi-Fi

A public Wi-Fi network is inherently less secure than your personal one since you don't know who set it up or
who else might be watching. Avoid sending personal information when using public Wi-Fi networks.

Delete old accounts

One way to reduce your digital footprint is by deleting old accounts — for example, social media profiles you no
longer use or newsletter subscriptions you no longer read. Getting rid of dormant accounts minimizes your
exposure to potential data breaches.

Create strong passwords and use a password manager

A strong password will help you maintain internet security. A strong password is long — made up of at least 12
characters and ideally more —and contains a mix of upper- and lower-case letters plus symbols and numbers.
The more complex and involved your password, the harder it is to crack. Using a password manager will help
generate, store, and manage all your passwords in one secure online account. Keep your passwords private —
avoid sharing them with others or writing them down. Try to avoid using the same password for all your
accounts, and remember to change them regularly.

Keep an eye on your medical records

Practice good data hygiene by periodically reviewing your medical records. Identity thieves target medical and
health information as well as financial data. When criminals use your personal information to obtain medical
treatment in your name, their health records can become intertwined with your own.

Don’t log in with Facebook

Logging into websites and apps using Facebook is convenient. However, every time you sign into a third-party
website using your Facebook credentials, you give that company permission to mine your Facebook user data
— potentially placing your personal information at risk.

Keep software up to date

Outdated software could house a wealth of digital footprints. Without the latest updates, cybercriminals could
gain access to this information. Cybercriminals can easily access a victim’s devices and data by exploiting
vulnerabilities in software. You can help prevent this by keeping your software up to date. Older software can
be more vulnerable to attacks by hackers.

Review your mobile use

Set a passcode for your mobile device so that it can't be accessed by other people if you lose it. When
installing an app, read the user agreement. Many apps disclose what kind of information they collect and what
it may be used for. These apps may mine personal data like your email, location, and online activities. Check
that you are comfortable with the information being shared before you use the app.

Think before you post

What you post or say online sends a message about who you are, as does what others reveal about you.
Aspects of your digital footprint, such as uploaded photographs, blog comments, YouTube videos, and
Facebook posts, might not portray the way you would like to be seen. Create a positive digital footprint by
posting only those things that contribute to the image of you that you want others to see.

Act fast after a breach: If you suspect your data might have been compromised in a breach, take action
immediately. If a financial loss is involved, contact your bank or credit card provider to report the breach.
Change any passwords that might have been exposed. If it's a password you have used for other accounts,
update it across the board.
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Use a VPN

Using a virtual private network, or VPN, can help safeguard your digital footprint. This is because VPNs mask
your IP address which makes your online actions virtually untraceable. This protects your privacy online and
can prevent websites from installing cookies that track your internet browsing history. Kaspersky Secure
Connection enables you to have a secure connection between your device and an internet server that no one
can monitor or access the data you are exchanging.

Importance of digital footprints

Digital footprints are important because they shape your online reputation, affect your privacy and security, and
can lead to personal and professional opportunities or risks. A positive digital footprint can help with job
prospects and personal branding, while a negative one can lead to cybercrimes, lost opportunities, and privacy
concerns.

Impact of a digital footprint

Online reputation:

Your digital footprint builds your online reputation, which can be viewed by potential employers, clients, and
partners. A positive footprint showcasing achievements and professionalism can enhance your reputation,
while a negative one can harm it.

Personal and professional opportunities:

A well-managed digital footprint can open doors to career advancement, new collaborations, and business
opportunities. Conversely, a negative one can limit job prospects and partnerships.

Privacy and security risks:

Your digital footprint can reveal personal information, making you vulnerable to cybercriminals who might use
it for theft, scams, or targeted attacks like spear phishing. This includes data breaches that expose sensitive
information on the dark web.

Targeted advertising:

Companies use your digital footprint to gather data for targeted advertising, which can feel like an invasion of
privacy.

Personal branding:

Your online activity, posts, and interactions contribute to your personal brand, influencing how you are
perceived by others. Managing it helps you present yourself in a way that aligns with your goals.

Importance of
Digital Footprint

Reputation Privacy Security Content Digital
Management Concerns Risks Ownership Literacy
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Importance of digital footprints
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Unit 5: Cyber Hygiene and Awareness Programs
Good cyber habits

Good cyber habits encompass a range of practices designed to protect personal information, devices, and online
security. The habits you mentioned are indeed fundamental components of strong cybersecurity hygiene.
Here's a breakdown of these essential good cyber habits and why they are important:

1. Regular Updates

Keeping your software, operating systems, and applications updated is a critical defense mechanism.

Why it's important: Updates often include security patches that fix vulnerabilities discovered by developers.
Cybercriminals actively exploit these known weaknesses to gain unauthorized access to systems.

How to practice it: Enable automatic updates whenever possible for your operating system, web browsers,
antivirus software, and other applications.

2. Virus Scanning (Antivirus/Anti-malware)

Using reliable security software and running regular scans helps detect and remove malicious software.

Why it's important: Viruses, Trojans, ransomware, and other forms of malware can steal information, damage
files, or take control of your device. A good security program acts as a vigilant guard.

How to practice it: Install and maintain reputable antivirus or anti-malware software. Ensure real-time
protection is active and schedule regular, full-system scans.

3. Data Backup

Regularly backing up your important data ensures you can recover it in the event of a system failure, accidental
deletion, or a cyberattack like ransomware.

Why it's important: Data loss can be devastating. Backups provide a safety net, allowing you to restore your
files and minimize disruption.

How to practice it: Follow the 3-2-1 rule:

3 copies of your data.

2 different storage types (e.g., internal hard drive and external hard drive).

1 copy stored off-site (e.g., cloud backup service or a secure location away from your home/office).

4. Link Safety

Practicing caution with links and attachments is a primary way to prevent phishing attacks and malware
infections.

Why it's important: Malicious links can lead to fake websites designed to steal login credentials or automatically
download malware onto your device. Phishing remains one of the most common methods for cybercriminals to
compromise accounts.

How to practice it:

Hover before you click: On a computer, hover your mouse over a link to see the actual web address in the
bottom corner of your browser before clicking.

Be skeptical: Be wary of links in unexpected emails, text messages, or social media messages, even if they
appear to come from a trusted source.

Verify directly: If you're unsure, go directly to the official website or app to access the information rather than
clicking the link.

Other Important Good Cyber Habits

In addition to the ones you mentioned, consider adding these habits to your routine:

Use Strong, Unique Passwords: Use complex passwords (a mix of letters, numbers, and symbols) and a different
password for every account. Use a password manager to help you manage them.

Enable Multi-Factor Authentication (MFA): Use MFA (like a one-time code sent to your phone) for all sensitive
accounts (email, banking, social media, etc.) for an added layer of security.
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Be Mindful of Wi-Fi Use: Avoid accessing sensitive information (like online banking) while using public,
unsecured Wi-Fi networks. Consider using a Virtual Private Network (VPN) for extra security on public networks.
Secure Your Home Network: Change the default password on your home router and use strong encryption
(WPA2 or WPA3).
Regularly Review Account Activity: Check bank statements and online account histories for any suspicious
activity.
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Concept of digital cleanliness - f&frea @@=

Digital cleanliness, also known as digital hygiene, is the practice of adopting routine habits and practices to
ensure one's online activities and digital environments remain secure, organized, and supportive of mental well-
being.

The concept compares directly to personal hygiene: just as regular physical cleaning prevents illness, consistent
digital maintenance helps prevent security breaches, data loss, and cognitive overload.

Digital cleanliness, or digital hygiene, is the practice of maintaining healthy and secure habits in the
digital world. It encompasses two main areas: cyber hygiene, which involves taking steps to protect against
online threats by using strong passwords, updating software, and being cautious of phishing scams; and digital
well-being, which focuses on managing your digital habits to maintain mental clarity, such as reducing screen
time and organizing digital files.

Core Principles

The concept of digital cleanliness encompasses two primary aspects: security and organization.

Security: This involves precautionary measures to protect data, devices, and online identity from cyber threats.
Key practices include:

Strong, unique passwords: Using complex, unique passwords or passphrases for every account, often managed
via a password manager.

Multi-factor authentication (MFA): Enabling an extra layer of security on all critical accounts to prevent
unauthorized access, even if a password is stolen.

Regular software updates: Keeping operating systems, applications, and antivirus software updated to patch
security vulnerabilities.

Data backup: Regularly backing up important files to an external drive or secure cloud storage to prevent data
loss from system failure or cyberattacks.

Phishing awareness: Learning to spot and avoid suspicious links, emails, and pop-ups that could lead to malware
infections or data theft.

Secure Wi-Fi usage: Using a Virtual Private Network (VPN) when on public Wi-Fi and securing home networks
with strong passwords and encryption.

Organization and Well-being: This broader aspect focuses on managing the digital environment for enhanced
productivity and mental health. Practices include:

Digital decluttering: Regularly deleting unused apps, old files, and unnecessary emails to free up storage space
and improve device efficiency.

Managing screen time: Setting clear boundaries for device use and establishing "screen curfews" to promote a
healthier work-life balance and better sleep.

Curating content intake: Being mindful of the information consumed online to avoid negative news cycles and
information overload, which can cause stress and anxiety.

Privacy management: Regularly reviewing and adjusting privacy settings on social media and other platforms
to limit the amount of personal information shared online.
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Cyber hygiene (Security and safety)

Use strong, unique passwords and avoid sharing them.

Enable multi-factor authentication to add an extra layer of security to your accounts.
Keep software and apps updated to patch security vulnerabilities.

Be cautious of phishing attempts and suspicious links or downloads.

Back up your data regularly and consider encrypting sensitive information.

Digital well-being (Mental and environmental clarity)

Mindfully manage screen time and avoid constant multitasking to prevent information overload and stress.
Declutter your digital spaces by organizing files and deleting unnecessary accounts to reduce mental clutter.
Establish digital boundaries, such as creating a "wind-down" routine to separate from screens.

Curate your information intake to be more intentional about what you consume online.

Be aware of the broader impact of your digital actions, such as the environmental effects of data storage and
energy consumption.

Importance

Practicing digital cleanliness is vital because it significantly reduces the risk of identity theft, financial fraud, and
data breaches. It also enhances operational efficiency, improves focus, and fosters a healthier relationship with
technology, ultimately contributing to overall personal and professional well-being in an increasingly connected
world.

Cyber ﬂ‘ygj ene Basics
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Secure
Your Wi-Fi:

Make sure to use strong
passwords for your Wi-Fi

network, enable a guest
network and avoid using
public Wi-Fi for sensitive

transactions.

Backup

Your Data:
Regularly back up important
documents and other files to

an external drive or cloud
storage to prevent data loss
in case of a cyber attack.

vigilize.infotex.com | (800) 466-9939
© Copyright infotex, Inc. All rights reserved.
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cyber swachhta Kendra (https://www.csk.gov.in/)

The " Cyber Swachhta Kendra " (Botnet Cleaning and Malware Analysis Centre) is a part of the Government of
India's Digital India initiative under the Ministry of Electronics and Information Technology (MeitY) to create
a secure cyber space by detecting botnet infections in India and to notify, enable cleaning and securing systems
of end users so as to prevent further infections. The " Cyber Swachhta Kendra " (Botnet Cleaning and Malware
Analysis Centre) is set up in accordance with the objectives of the "National Cyber Security Policy", which
envisages creating a secure cyber eco system in the country. This centre operates in close coordination and
collaboration with Internet Service Providers and Product/Antivirus companies. This website provides
information and tools to users to secure their systems/devices. This centre is being operated by the Indian
Computer Emergency Response Team (CERT-In) under provisions of Section 70B of the Information Technology
Act, 2000.

The Cyber Swachhta Kendra is an Indian government initiative that helps citizens protect their computers,
mobile phones, and routers from malware and botnets. It operates under the aegis of the Indian Computer
Emergency Response Team (CERT-In) and aims to create a safer cyberspace. The centre detects malware-
infected systems and provides users with tools and information to clean and secure their devices.

Main functions (Purpose and Objectives)

Malware detection: It works with industry and Internet service providers to identify systems infected with
botnets.

Tools and Guidelines: It provides users with free malware removal tools (such as bot removal tools) and other
security tools to clean and secure their devices.

Spreading awareness: It educates citizens about botnets, malware, and other cyber threats and shares
information on the best ways to stay safe.

Strengthening Cyber Security: It helps in strengthening cyber security under India's Digital India programme.
Respect for privacy: It does not monitor or collect personal information of citizens, thereby maintaining their
privacy.

Detect and Mitigate Threats: The primary aim is to detect, analyse, and mitigate botnet infections and other
malware threats within India.

Provide Free Tools: It offers a range of free-of-cost security tools and software to help end-users clean and
secure their computers, mobile phones, and other devices.

Raise Awareness: The initiative strives to educate citizens on cybersecurity best practices, cyber hygiene, and
how to safeguard their data and systems from emerging cyber threats.

Collaboration: It works closely with Internet Service Providers (ISPs), antivirus companies, and academia to
identify infected systems and notify the users so they can take corrective action.

Key Services and Tools

Users can visit the official Cyber Swachhta Kendra portal (www.cyberswachhtakendra.gov.in) to access the
following resources:
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Bot and Malware Removal Tools: Free downloadable tools from partners like eScan and Quick Heal to scan and
remove malicious software from Windows and Android systems.

USB Pratirodh: A desktop security solution to protect against threats from USB mass storage devices.
AppSamvid: A desktop solution that restricts application installation to only genuine ones through whitelisting,
preventing malicious applications from running.

M-Kavach: An indigenously developed comprehensive mobile security solution for addressing threats on
Android devices.

Alerts and Advisories: The portal provides regular updates and information on current cyber threats and
security measures to help users stay informed.

Security Best Practices: Information and guidelines on using strong passwords, secure online behavior, and
maintaining data backups to enhance overall online safety.
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Cyber Surakshit Bharat

"Cyber Surakshit Bharat" is a government initiative by the Ministry of Electronics and Information Technology
(MeitY) to promote cybersecurity awareness, build capacity among IT officials, and create a secure digital
ecosystem in India. Launched in 2018, it involves programs like CISO Deep-Dive training for government officials
and awareness competitions for the public, including students, to help secure digital infrastructure against
cyber-attacks. it operates on a Public-Private Partnership (PPP) model.
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https://www.google.com/search?q=Ministry+of+Electronics+and+Information+Technology+%28MeitY%29&rlz=1C1CHBD_enIN1148IN1157&oq=Cyber+Surakshit+Bharat&gs_lcrp=EgZjaHJvbWUyCQgAEEUYORiABDIHCAEQABiABDIHCAIQABiABDIHCAMQABiABDIHCAQQABiABDIHCAUQABiABDIHCAYQABiABDIHCAcQABiABDIHCAgQABiABDIHCAkQABiABNIBCTM0MzlqMGoxNagCCLACAfEFic-MY0ZS2lc&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiSoJXWmtGQAxXQRmwGHcTVJ-sQgK4QegYIAQgAEAY
https://www.google.com/search?q=Ministry+of+Electronics+and+Information+Technology+%28MeitY%29&rlz=1C1CHBD_enIN1148IN1157&oq=Cyber+Surakshit+Bharat&gs_lcrp=EgZjaHJvbWUyCQgAEEUYORiABDIHCAEQABiABDIHCAIQABiABDIHCAMQABiABDIHCAQQABiABDIHCAUQABiABDIHCAYQABiABDIHCAcQABiABDIHCAgQABiABDIHCAkQABiABNIBCTM0MzlqMGoxNagCCLACAfEFic-MY0ZS2lc&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiSoJXWmtGQAxXQRmwGHcTVJ-sQgK4QegYIAQgAEAY
https://www.google.com/search?q=CISO+Deep-Dive+training&rlz=1C1CHBD_enIN1148IN1157&oq=Cyber+Surakshit+Bharat&gs_lcrp=EgZjaHJvbWUyCQgAEEUYORiABDIHCAEQABiABDIHCAIQABiABDIHCAMQABiABDIHCAQQABiABDIHCAUQABiABDIHCAYQABiABDIHCAcQABiABDIHCAgQABiABDIHCAkQABiABNIBCTM0MzlqMGoxNagCCLACAfEFic-MY0ZS2lc&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiSoJXWmtGQAxXQRmwGHcTVJ-sQgK4QegYIAQgAEAc

Key Details and Objectives

Objective: To spread awareness about cyber-crimes and build the capacity of government officials to defend
digital infrastructure.

Awareness: Spreading knowledge about the growing landscape of cyber threats and the importance of
cybersecurity.

Education: Providing a deep understanding of related solutions, policies, frameworks, and best practices.
Enablement: Equipping officials with cybersecurity health toolkits and hands-on experience to manage and
mitigate cyber threats.

Target Audience: Chief Information Security Officers (CISOs), Chief Technology Officers (CTOs), and IT officials
from central and state governments, Union Territories, Public Sector Undertakings (PSUs), public sector banks,
and insurance companies.

Main Goal: To enable government organizations to defend their digital infrastructures, create a cyber-resilient
ecosystem, and facilitate the secure delivery of government services under the Digital India program.
Implementing Agency: The National e-Governance Division (NeGD), an arm of MeitY, is responsible for
designing and delivering the training programs.

Industry Consortium: The program involves a first-of-its-kind partnership with an industry consortium that
includes major IT companies such as Microsoft, Intel, IBM, Cisco, Palo Alto Networks, E&Y, and others, who
provide access to global best practices and technology.

Knowledge Partners: MeitY organizations such as the National Informatics Centre (NIC), CERT-In (Indian
Computer Emergency Response Team), Standardisation Testing and Quality Certification (STQC), and the Centre
for Development of Advanced Computing (C-DAC) serve as knowledge partners

Capacity Building: Offers training programs to equip CISOs and IT officials with the skills to tackle cyber-attacks
and create a cyber-resilient ecosystem.

Launch Date: January 19, 2018.

Activities

A major component of the initiative is the "CISO Deep-Dive Training Programme," which involves intensive,
multi-day training sessions and workshops conducted across the country to provide practical knowledge and
enable informed decision-making on cybersecurity issues. Other activities include national-level cybersecurity
awareness competitions in collaboration with bodies like the CBSE.
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https://negd.gov.in/ciso/
https://cbseacademic.nic.in/web_material/Notifications/2025/63_Notification_2025.pdf
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Promoting cyber safety among peers and families

Promoting cyber safety involves a multi-faceted approach: establishing clear family rules, using technology like
parental controls and anti-virus software, and fostering open communication to discuss online experiences and
risks. Educating everyone on best practices, such as using strong passwords, avoiding oversharing, and
identifying phishing scams, is crucial for both peers and families.

For families

Establish and communicate rules: Create a family code of conduct with clear expectations for online behavior,
device usage, and consequences.

Utilize technology: Install antivirus software and use parental controls to manage and monitor usage, restricting
inappropriate content and time spent online.

Promote open communication: Encourage children to talk about their online activities and any concerns they
have, creating a trusting environment.

Be a role model: Demonstrate good online habits yourself, such as being cautious about what you share and
respecting privacy.

For peers

Foster digital empathy and etiquette: Encourage respectful online interactions and teach peers to consider the
impact of their words and actions.

Educate on critical thinking: Teach friends how to question the accuracy of online information, recognize scams,
and be cautious about sharing personal details.

Encourage mutual support: Empower peers to report cyberbullying and support victims, while also being
mindful of their own online behavior.

For everyone

Practice strong security habits: Use strong, unique passwords for different accounts, enable two-factor
authentication, and keep all software updated.

Protect personal information: Be mindful of what you share online, such as your location, and avoid oversharing
personal details in messages, posts, or photos.

Recognize and avoid threats: Be cautious of phishing attempts through emails or social media links, and avoid
downloading software from untrusted sources.

Use privacy settings: Regularly check and adjust the privacy settings on all social media and online accounts.
Promoting cyber safety among peers and familiesinvolves a  combination of open
communication, education about online risks, implementing technical safeguards, and modeling responsible
online behavior. A collaborative effort ensures a safer digital environment for everyone.

For Families

Establish Open Communication: Create a safe, non-judgmental environment where family members, especially
children and teens, feel comfortable discussing their online experiences and concerns without fear of
punishment. Regularly check in with them about their digital lives.

Set Clear Boundaries and Rules: Establish family guidelines for internet use, including screen time limits,
appropriate websites/apps, and sharing behavior. Involve children in creating these rules to foster ownership
and responsibility, and revisit them as they grow.

Educate on Privacy and Personal Information: Teach the importance of safeguarding personal identifiable
information (PIl) such as full names, addresses, phone numbers, and school names. Explain that anything posted
online can leave a permanent "digital footprint".
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Address Cyberbullying: Discuss what cyberbullying is, its impact, and what steps to take if they encounter it.
Encourage them not to respond to bullies, save evidence (screenshots), block the user, and report the behavior
to a trusted adult or platform authorities.

Teach Critical Thinking: Help family members, including the elderly who are often targets of scams, to question
the reliability of online information and sources. Teach them how to spot fake news, unsolicited offers ("too
good to be true"), and phishing attempts.

Implement Technical Safeguards: Use strong, unique passwords for all accounts and enable multi-factor
authentication (MFA) whenever possible. Install and regularly update antivirus software and applications, and
secure your home Wi-Fi network with a strong password. Utilize parental controls for younger children to filter
content and manage screen time.

Model Good Behavior: Parents should lead by example by demonstrating responsible online habits, such as
limiting their own screen time, not oversharing personal information, and treating others with respect online.
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